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Abstract

A metacomputingrvironmentis acollectionof geographicallylistributed
resourcegpeople computersdevices,databasesjonnectedy oneor more
high-speedetworks and potentially spanningmultiple administratve do-
mains. Securityis an essentiabpart of metasystenmdesign—high-leel re-
sourcesand servicesdefinedby the metacomputemustbe protectedfrom
oneanotherandfrom possiblycorruptedunderlyingresourcesyhile those
underlyingresourcesnustminimize their vulnerability to attacksfrom the
metacomputetevel. We presentthe Legion securityarchitecture a flexi-
ble, adaptabldramework for solving the metacomputingecurityproblem.
We demonstrat¢hatthis framawork is flexible enoughto implementawide
rangeof securitymechanismandhigh-level policies.

1 Intr oduction

Legion[5, 6] is adistributed computingplatformfor combiningvery large collec-
tions of independentiadministerednachinesnto single,coherenenvironments.
Like a traditionaloperatingsystem Legion builds on a diversesetof lowerlevel
resources$o provide corvenientuserabstractionsservicesandpolicy enforcement
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mechanismsThedifferenceis thatin Legion, the lowerlevel resourcesnay con-
sistof thousand®f heterogeneougrocessorsstoragesystemsgdatabasedegacg/
codesanduserobjectsall distributed over wide-areanetworks spanningnultiple
administratre domains.Legion providesthe meando pull thesescatteredtompo-
nentstogetherinto a single, object-basednetacomputer thataccommodatebigh
degreesof flexibility andsiteautonomy

Securityis anessentiapartof theLegiondesign.In ametacomputingrviron-
ment,the securityproblemcanbe dividedinto two mainconcerns:

1. Protectinghemetacomputes’high-level resourcesservicesandusersrom
eachotherandfrom possiblycorruptedunderlyingresourcesand

2. Preservingthe security policies of the underlyingresourceghat form the
foundatiorof themetacomputeandminimizingtheirvulnerabilityto attacks
from the metacomputelevel.

For example restrictingwhois ableto configurea metacomputewide scheduling
servicewould fall in the first categgory, andits solution requiresmetacomputer
specificdefinitionsof identity, authorizationandaccessontrol. Meanwhile,en-
forcing a policy that permitsonly thosemetacomputeuserswho have local ac-
countsto runjobson agivenhostfallsin the secondcatgory, andit mightrequire
ameango mapbetweeriocalidentitiesandmetacomputeidentities.

To satisfyusersandadministratorsa full securitysolutionmustaddressand
reconcilebothof thesesecurityconcernsUsersmusthave confidencehatthedata
and computationghey createwithin the metacomputeare adequatelyprotected.
Administratorsneedassurancethat by addingtheir resource$o a metacomputer
(andthusmakingthoseresourcesnoreaccessibl@ndvaluableto users)they are
not alsointroducingunreasonablsecurityvulnerabilitiesinto their systems.

Attemptingto incorporatesecurityasanadd-onlatein theimplementatiorpro-
cesshasbeenproblematian a numberof first-generatioometacomputingystems
suchasPVM, MPI, and Mentat. To avoid this pitfall, the Legion group hasad-
dressedsecurityissuessincethe earliestdesignphaseg13]. Our metacomputing
securitymodelhasthreeinterrelateddesigngoals:

Flexibility. The framavork mustbe adaptabléo mary differentsecuritypolicies
andallow multiple policiesto coexist.

Autonomy. Organizationsanduserswithin ametacomputingnvironmentshould
beableto selectandenforcetheir desiredsecuritypoliciesindependently

Breadth. The metacomputes’architecturaframevork mustenablea rich setof
securitypolicy features.



Thesegoalsare strongly driven by our view that a fundamentakapability of a
metacomputers its ability to scaleover and acrossmultiple trust domains. A
Legion “system”is really a federationof meta-and lowerlevel resourcefrom
multiple domains,eachwith its own separatelyevaluatedand enforcedsecurity
policies. As such,thereis no centralkernelor trustedcodebasethat canmonitor
andcontrol all interactionsbetweerusersandresourcesNor is therethe concept
of a superuser-no onepersonor entity controlsall of the resourcesn a Legion
system.

If it is to satisfya broadrangeof securityneedsour architecturemustallow
theimplementatiorof a numberof differentsecurityfeatures Thesenclude:

Isolation. Componentin themetacomputeshouldbeableto insulatethemseles
from securitybreachesn otherpartsof the system.This featureis particu-
larly importantin large-scalesystemsywherewe mustgenerallyassumehat
atleastsomeof the underlyinghostshave beencompromisecr may even
bemalicious.

Accesscontrol. Resourcesypically requireaccesscontrol mechanismshatem-
bodyauthenticatiorandauthorizatiorpolicies.

Identity. The ability to asserandconfirmidentity is essentiafor accessontrol,
nonrepudiationandotherbasicfunctions.

Detectionand recovery. A metacomputingervironmentshouldsupportmecha-
nismsfor detectingintrusionand misuseof resourcesand for recosering
afterasecuritybreach.

Communication privacy and integrity. Communicationover the networks that
bind themetacomputetogethemayneedio beencryptedr protectedf the
networks cannothemselesbetrusted.

Standards. Existing security standardsuchas Kerberos,ssh, DCE, etc., may
needto be integratedinto the metacomputingervironmentto satisfylocal
administrate policy andto handlelegag software.

In this paperwe elaboratea metacomputingrchitecturebasedon our design
goalsthataddresseboth partsof the metacomputingecurityproblem. We also
describeawide setof mechanismsve have designedr implementedhatenablea
numberof usefulsecuritypolicies,andprovide examplef thosepolicies. Thekey
strengthof our framework is its ability to supportthesepoliciesand mechanisms
alongwith mary others.



Therestof the paperis organizedasfollows: Section2 describeghe Legion
systemarchitecture concentratingpn the elementamostclosely relatedto secu-
rity in the system.Section3 describesoncretesecuritymechanisnmdesignghat
we have implementedvithin the framework of the Legion architecture Section4
discussegxamplesof high-level policies,andhow thesepolicies canbe imple-
mentedwithin the Legion securitysystem.Sections describeselatedsystemsand
approachesSection6 containsconclusions.

2 Architecture

Legion was designedwith the explicit intent of supportinga powerful, flexible
securityarchitecture.Basic Legion designprinciplessuchas encapsulationex-
tensibility, flexibility, autonomyandscalabilityhave resultedin a systenthatcan
supportthevariedrequirement®f applicationprogrammersool builders,andre-
sourceproviders. In this section,we examinethe fundamentaklementsof the
Legion architecturejntroducingthe conceptghatwill be the basisfor the restof
the paper

2.1 Object Model

Legionis composeaf independentactive objectsall entitiesof interestwithin the
system—processingsourcesstorageysersetc.—araepresentetly objecty7].
Legion objectscommunicatevia asynchronousnethodinvocationssupportedoy
anunderlyingmessag@assingystem.Eachmethodinvocationcontainsa setof
explicit (i.e., actual)parametersandan optionalsetof arbitraryimplicit parame-
ters,attribute—\aluepairsthatareavailableto calledobjectsasinvocationmetadata.
Methodcalls canproducean arbitrarysetof results. Using data-flav information
encodedin Legion methodinvocations,resultsare forwardeddirectly to where
they areneededratherthannecessarilypackto thecaller Objectsareinstance®f
classeghatdefinetheir interface,which is requiredto be a supersebf a minimal
object-mandatory interface. Objectmandatorymethodsncludefunctionssuchas
aninterfacequeryandmethodgo implementobjectpersistence.

Legionobjectsarepersistenandaredefinedo bein oneof two statesactive or
inert. Whenanobjectis active, it is hostedwithin arunningproces@ndcanservice
methodinvocations.Whenan objectis inert, its state(calledits ObjectPersistent
Representatiomr OPR)is storedon a persistenstoragedevice managedvithin
thesystem.Objectsimplementinternalmethodgo storeandrecover theirdynamic
state.

For the purposeof communication,every objectis identified by a unique,



location-indepereht Legion Objectldentifier or LOID. LOIDs consistof a vari-
ablenumberof variablelengthbinary fields. SomeLOID fields areresered for
system-lgel identificationpurposese.g.,onefield is usedto identify the objects
class,and anothercontainsan instancenumberfor the object(uniquewithin the
objects class). Additional fields can be usedto containotherinformation about
the object,for example,locationhints or securityinformationsuchasthe objects
public key.

2.2 CoreObjects

Within this generalobjectmodel, Legion definesthe interfacesto a setof basic
classeghat are fundamentato the operationof the system,andthat supportthe
implementatiorof the objectmodelitself. The mostimportantcorelLegion object
classedor the purposef this discussionare Host Objects, Vault Objects,and
ClassManagerbjectst

HostObijectsin Legion represenprocessingesources\Whena Legion object
is activated,it is a HostObjectthatactuallycreatesa procesgo containthe newly
activatedobject. The Host Objectthuscontrolsaccesdo its processingesource
and canenforcelocal policies, e.g.,ensuringthat a userdoesnot consumemore
processingime thanallotted.

VaultObjectsin Legionrepresenstablestorageavailablewithin the systentor
containingOPRs.JustasHost Objectsarethe manager®f active Legion objects,
Vault Objectsarethe managerf inert Legion objects. For example,Vaultsare
the point of accessontrolto storageresourcesandcanenforcepoliciessuchas
file systemallocations.

HostsandVaultsprovide the systemwith interfacesto processingndstorage
resourcesThe useof theseinterfacesis encapsulatetly ClassManagerObjects.
ClassManagersareresponsibldor managingthe placementactivation, and de-
activation of a setof objectsof a given class. They provide a centralmechanism
for specifyingpolicy for a setof like objects. Policiessetby the ClassManager
include definingwhich implementationsre valid for instanceswhich hostsare
suitablefor executionof instanceswhich usersmay createnew instancesandso
on.

In additionto settingpolicy for instancesClassManagerssene aslocation
authoritiesfor instancesTo accomplishmessag@assingn Legion, LOIDs must
be boundto low-level objectaddressegypically anIP addresglusportnumber).
This binding processs supportedoy ClassManagerswhich maintaina record
of eachinstances objectaddressThebinding processalsosenesasanautomatic

In mary of thecited Legion referencesClassManagerObjectsarereferredto simply as“Class
Objects.



objectactivationmechanisnin Legion: if abindingrequesfor aninactiveinstance
is receved, the ClassManagerautomaticallyactivatesthe referred-toobjectso it
canservicethe pendingmethod. The Legion messagsystemdefinesa rebinding
mechanisnthatis automaticallyinvokedwhenbindingsbecomestale for example
dueto objectmigration.

ClassManagersare first-classobjectsthemseles, and are thus managedy
higherlevel ClassManagersknonn as Meta-ClasdManagers.Meta-ClasdMan-
agersarein turn managedy yet higherlevel managerandsoon. Therecursion
for a given Legion domainhaltsat a logically centralClassManagerknowvn asa
Legion ClassManager Within a domain,the locationof the Legion ClassMan-
ageris well-known to ensurethattherecursve binding processwill terminate.A
complete_egionsystencanbecomposedaf any numbetrof suchhierarchiesinter
domainbindingtraffic is automaticallyforwardedamongthe cooperating_egion
ClassManagersasdepictedn Figurel.

Legion-Class : ;
Manager Level Q Inter-domain naming Q

Meta-Class
Manager Level

elefslele
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Domain A Domain B

Class Manager
Level
Instance Level

Figure1: Legion ClassManagerhierarchiedepictedfor a systemconsistingof
two Legion domains.Solid arrons representhe “instanceof” relationship.

A critical aspecbf the Legion coreobjectclassess thatthey defineinterfaces,
not implementations.The Legion softwaredistribution providesa numberof de-
fault referencamplementation®f eachcoreobjecttype, but the modelexplicitly
enablesindencouragetheconfigurationextensionandevenreplacemenof local
coreobjectimplementation$o suitsite-anduserspecificfunctionalityandperfor
mancerequirements.For example,by replacingthe implementatiorof the Host
Object,a site candefinearbitrarymechanismsind policiesfor the usageof their
computationatesources.



2.3 Legion Runtime Library

Theimplementatiorof Legionobjectsjncludingthecoreobjecttypes,is supported
by aLegion Runtime Library (LRTL) interface. The LRTL providesservicesanal-
ogousto a traditional Object RequestBroker (ORB), defining the interfacesto
servicesuchasmessagpassingpbjectcontrol(e.g.,creation)ocation,deletion),
dynamicinvocationconstruction distributed exceptionhandling,and otherbasic
requiredmechanisms.

A critical elemenbf the LRTL is its flexible, configurableprotocolstack[12].
All of the processingperformedduring the constructiorand executionof invoca-
tionson the object-callerside,andin thereceipt,assemblyandserviceof invoca-
tionsontheobject-implementatioside,is configuredusinga flexible event-based
model. This featureof the Legion softwareallows tool buildersto provide drop-in
protocollayersfor Legion objectimplementation#n a corvenientfashion.For ex-
ample,addingmessagerivacy throughacryptographigrotocolis simplyamatter
of registeringthe appropriatanessag@rocessingvent handlersinto the Legion
protocolstack—theaddedserviceis transparento the applicationdeveloper

2.4 Security Principles

Thusfar, the presentedrchitecturéhasspecifiedheithersecuritymechanismsor
policies. This loose specificationis intentional—Lgion is intendedto provide
a framework suitablefor implementingthe widestpossiblerangeof application-
level andresource-heel securitymechanismsnd policies, without dictatingary
globally requiredmechanismsr policies. It is our goalto enablesitesto expose
theirresources$o Legionin amanneicompliantwith theirlocal policies. Similarly,
it is our goal to enableapplicationprogrammergo achiere desired,application-
specifictrade-ofs amongype,level, andcostof securitypoliciesandmechanisms.

This said,it is alsoour goalto provide practicalmetacomputingoftware that
is extremelyeasyto usein the commoncase bothfor systemadministratorsand
applicationdevelopers. Towardsthis end, we have designedandimplementeda
numberof fundamentakecuritymechanismsvithin the Legion frameavork. We
alsoembeda numberof simple,conserative default policiesin the systemsoft-
warethatwe expectwill be usefulin the commoncase. The default policiescan
always be overriddenwith ease,andthus do not detractfrom the flexibility of
the system. However, in our experience mary usersareonly willing to execute
software “out of the box” with minimal configurationeffort. We want Legion to
supporttheseuserssafelyandeffectively aswell.

We notethatthe descriptionof the Legion architecturgrovidedin this section
is only aquick overview of theelementsiecessarfor adiscussiorof Legionsecu-



rity. Completedetailsof the Legion architectureandimplementatioraredescribed
in othersourcese.g.,[4, 7].

3 Implementation and Default Policies

In Section2 we describedhe basicLegion systemarchitectureWithin this archi-
tecturewe have designedandimplemented setof basicsecuritymechanismand
policies. In this sectionwe describethesebasic,default Legion securitymecha-
nisms,concentratingn the typesof securitypropertiegshesemechanismg&nable
within theabstraclegion architecture.

3.1 Identity

Identity is fundamentato higherlevel securityservicessuchasaccessontrol. In

Legion, identity canbebasednostnaturallyon LOIDs, sinceall entitiesof interest
(including users)arerepresentedsLegion objects. As a default Legion security
practice we useoneof the LOID fieldsto containsecurityinformationincluding
anRSA public key.

By including the public key in an objects LOID, we male it easyfor other
objectsto encryptcommunication$o thatobjector to verify messagesignedby it.
Objectscanjust extractthe key from the LOID, ratherthanlookingit up in some
separatalatabase.By makingthe key an integral part of an objects name,we
eliminatesomekindsof public key tampering An attacler cannotsubstitutea nev
key in aknown objectsid, becausé ary partof theLOID is alteredjncludingthe
key, anew LOID is createdhatwill notberecognizedy ClassManagerObjects
during the binding processandso on. Onedravback,though,is thatthereis no
mechanisnior revoking anobjects key andissuinga new one,asthis stepimplies
acompletechangeof the objects name.

An objectnormally getsits LOID from its ClassManagerwhenit is created.
The ClassManagerassignsa new instancenumberto the objectand createsits
keys. TheresultingLOID andkeys arecommunicateaver anencryptedchannel
to theHostObjectonthemachinewheretheobjectwill run. Oncetheobjectis up,
theHostObjectpasseds LOID andkeysto it overatemporarysocletconnection.
With aLOID in its possessiortheobjectcannow begin communicatingvith other
objectsusingnormalLegion mechanisms.

Certainobjectsarenotcreatedy HostObjectsandgettheir LOIDs in different
ways. Command-lind_egion programscreatetheir LOIDs andkeys themseles.
The instancenumberis chosenat random,andthe new LOID is registeredwith
a specialcommand-lineClassManagerfor the domain. The private key is never



transmitted. Another specialcaseis the core systemobjectsthat are necessary
to bootstrapa Legion domain. Thesehave their LOIDs andkeys generatedy a
specialdomaininitialization program.

Usersalsohave LOIDs. A usercreateshis own LOID, which is thenregis-
teredwith a userClassManagerand enteredin appropriatesystemgroupsand
accessontrol lists by the respectie administrators.When an objectsuchasa
command-lingprogramcallsanothermbjecton behalfof theuser theusers LOID
andassociatedredentialgrovide the basisfor authenticatiorandauthorization.
Theownershipof aLOID residesn theusers uniqueknowledgeof the privatekey
thatis pairedwith his LOID. Theprivatekey is keptencryptedn disk, onasmart
card,or in someothersafeplace.

Although LOIDs sene asids in Legion, they are not easily manipulatedoy
people. The sameserviceobjectsin differentLegion systemswill have different
LOIDs, makingit hardto write utility programsbasedon raw LOIDs. To solwe
theseproblems]egion providesa directoryservicecalledcontext space thatmaps
stringnamego LOIDs. A contet containsstring entrieswhich may be linkedto
ary kind of Legion object. Objectsin a context may befiles, hosts,usersetc.,as
well asothercontexts. Context spacds similarto a Unix file systemihe contexts
resemblalirectorieswhereall the entriesaresoftlinks.

Contexts make it mucheasierto identify servicesandobjectsin a Legion sys-
tem. However, this conveniencealsointroducessomerisks. Onceobjectsrely on
contets to look up servicesthefocusfor anattacler becomeghe contexts them-
sehes. If anattacler compromises contet, he canreplacethe LOIDs of valid
objectswith LOIDs of hisown. Thereis nothingnew aboutthis type of vulnerabil-
ity (anattacker who gainsrootacces®n Unix caneasilyreplacesystenprograms,
for example),but it pointsout that LOIDs andtheir integral public keys do not
protectagainstspoofing.

3.1.1 X.509Certificates

The default securityfield of a LOID is morethanjust an RSA public key. It is
actuallyan X.509 certificatethatcontainghekey. In generalan X.509 certificate
pairsa public key with a persons name,organization jdentificationof the public
key algorithm,andotherinformation.A certificatemaybesignedby acertification
authority (CA) that vouchesfor the associatiorof the key with the identifying
information. To cover the casewherea recipientdoesnt recognizethe CA, the
CA's own certificatecanbe chainedontothe certificate allowing the CA's CA to
be the basisof authority The chaincanhave multiple links, eachlink generally
leadingto a higherauthority CA. A recipientvalidatesa certificateby traversing
the chainuntil it reachesa CA it recognizegfor example, Verisignor the U.S.



PostalService)andchecksthatall theinterveningcertificatesareproperlysigned.
Validatersarefree to put constraintson how deepa chainthey will acceptwho
they will or will nottrust,etc.

By default, eachuserin a Legion systemhasa signedX.509 certificate.If an
organizationinstalling Legion doesnot currentlyuseX.509 certificatesor endorse
aparticularCA, theLegion administratocansetup his own certificationauthority
for Legion users. SomeCA namedin the CA chainon usercertificatesshould
be recognizedoy all the potentialvalidatersin a Legion system but this is nota
requirement;objectscan have their own policiesfor handlingmethodcalls that
includecertificateghey cant validate.

Theusers X.509certificateis propagatedavith requestandmethodcallsmade
directly or indirectly on behalfof theuser Theinformationin thecertificateis used
whenmakingentriesto accesdogs. It canalsobethe basisfor alternatve access
controlmechanismsyhichwe will discusdater

All normalLegion objectsalsohave X.509 certificatescontainingtheir public
keys. However, the namefields of thesecertificatesareempty andthe certificates
areleft unsigned.The main useof X.509 for Legion objectsis to encodepublic
keysin astandardvay.

3.1.2 Credentials

For a resourcethe essentiaktepin decidingwhetherto grantan accessequest
is to determinethe identity of the caller If a usercommunicateslirectly with the
target object, he canestablishhis identity relatively easilywith anauthentication
protocol, which typically involves performingan operationthat only someoneén
possessionf his privatekey cando. In a distributed objectsystem however, the
usertypically accessemsourceindirectly, andobjectsneedto beableto perform
actionson his behalf(for example,a userdoesnot invoke the servicesof a Host
Objectdirectly, butinsteadreliesonaClassManageto useHostservices) Though
intermediateobjectscould in principle be given the users private key, the risk
involved is too great. Giventhe users privatekey, an objectcando arnything the
usercan. That's moreprivilege thanis usuallynecessary

To avoid theneedfor sharingtheprivatekey, we couldhave resourcesall back
totheuseror histrustedproxywhenthey receve accessequestsn theusersname.
This stepputscontrolbackin theusers hands.Thereareseveraldravbacksto this
approachthough.First, the fine-graincontrol affordedby authorizatiorcallbacks
may be mostlyillusory. It canbe very difficult to craft policiesfor a userproxy
(or eventherealuserhimself!) thataremuchmorethan“grantall requests"—too
muchcontetual andsemantidnformationis generallymissingfrom the request.
Beyondthis barrier callbacksareexpensve anddo not scalewell. Thoughthere
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is nothingin the Legion architecturehat precludesusing callbacksfor particular
objectsor resourcegandin somecaseghey may indeedbe appropriate)calling
backfor authorizatioris nota universalsolution. In Legion, afterall, every object
represents resourceof sometype,anda callbackon every methodcall would be
acrippling performanchit.

The intermediatesolutionbetweentheseapproachess to issuecredentials to
objects.A credentialis alist of rights grantedby the credentiat maker, presum-
ably theuser They canbe passedhroughcall chains.Whenan objectrequesta
resourceit presentshecredentiato gainaccessTheresourceheckgherightsin
thecredentiabndwho the malkeris, anduseghatinformationin decidingto grant
access.

Therearetwo maintypesof credentialsn Legion: delegated credentials and
bearer credentials. A deleatedcredentialspecifiesexactly who is grantedthe
listed rights, whereassimple possessionf a bearercredentialgrantsthe rights
listedwithin it. A Legioncredentiakpecifies

¢ Theperiodthecredentiais valid
e Whois allowedto usethecredential

e Therights—whichmethodanaybe calledonwhich specificobjectsor class
of objects

If missing,fields defaultto “all.” The credentialalsoincludesthe identity of its
malker, who digitally signsthe completecredential.

A sampledelegatedcredentialis “[ Object A may call object B's method M as
Alice during the period T] signed Alice.” To usethis credential A mustauthenti-
cateto B whenit malesits request.We don't have to worry aboutprotectingthe
credentialfrom theft, becausenly A canuseit. Moreover, the specificationof
the tamget object, the methodto be called,andthe timeoutcloselylimit how this
credentialcanbe used. Greaterspecificity lowersthe risk of giving away rights
thatcanbe misusedby otherparties.

It is not always possibleto specifya credentialso narravly. Call chainscan
be long, and the identity of the final object making a resourcerequestmay be
unknavn. If the call chainbranchesout, several differentobjectsfrom different
classesnayneedto make calls on the users behalf. We canloosenthe specificity
of credentialtéo handlethesecasesbutriskincreaseatthesameime. Thecreden-
tial “[ The bearer has all of Alice’srightsforever] signed Alice” is very corvenient
to give to objects,asthereis no dangerof accidentlyrestrictingary actions,but
shouldthe credentiabe stolen,Alice is in trouble.

In Legion, toolsor commandslirectly executedby the usercreatethe creden-
tials they needto carry out their actions. The credentialsare madeasspecificas
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possible. For example,if the userexecutesthe commandto createan objectin-

stancethatcommandwill createa credentialthat authorizeghe specifiedClass
Managetto createan objectinstanceon a HostObject. Of coursetheHostObject
thatis contactednight rejectthe objectcreationrequesthut this rejectionwould

bebecausahe userwasnot authorizedo usethatresourcenot becausahe Class
Manageiackedthe authorizatiorto actontheusers behalf.

If along-livedbearercredentials known to be stolen,therecovery stratgy is
to createanew LOID for theuser Thenew LOID hasa differentinstancenumber
but reuseghe users official X.509 certificatefor its securityfield. The resource
providersmustthenmodify the appropriatesystemgroupsandreplacethe users
old LOID with the nen one. The users old objectswill neednew credentialdo
accessesourcesandwe will seeshortlyhow they cangetthose.Theflaw, though,
is in having long-lived bearercredentialdo begin with.

3.1.3 Credential Refresh

Theprimaryreasorfor limiting thedurationof credentialsparticularlybearercre-
dentials,is to limit the periodduring which a credentialis vulnerableto theft or
aluse. If credentialsexpire too rapidly, however, valid objectswill not beableto
usethemfor their intendedpurposes.Classobjectsin particularmustbe ableto
hold credentialdor long periodsof time, sothatthe objectsthey managecanbe
reactvatedwithout userintervention.

In Legion, we establisha balancebetweertheseconflictinggoals.By default,
we malke credentialsxpire relatively quickly (for example,after someportion of
an hour). A holderof an expired credentialcanget a fresh one by contactinga
specialCredential Refresh Object owned by the user The RefreshObjectthen
handsbackanequvalent,freshcredential.

The purposeof the RefreshObjectis to provide a single point of policy for
handlingcredentiatevocation.If asecuritybreachs suspectedhereareanumber
of possibilities:

e TheRefreshObjectcanstoprenaving credentialsssuedoeforethe security
breachwasdiscorered,sothatall prior credentialgincludingthoseheld by
theattacler) will time outrelatively quickly.

¢ TheRefreshObjectcanlog informationaboutrefreshrequestersor require
authenticatiorinformation.

e TheRefreshObjectcangrantrefreshe®n somekindsof credentialdut not
others. For example,generalbearercredentialamay not be refreshablepr
only refreshablence.
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A RefreshObjectneedsthe ability to sign credentialson behalfof the user
However, we dont wantto give it the users private X.509 key. Thatkey should
be treatedvery carefully becausdandlingits lossis likely to be expensve—the
users electroniddentitywould needto berevokedandreissuedor all applications
heusesit for. Normally the users privatekey will be keptin aform thatrequires
the users direct participationto accessFor example,it maybe encryptedon disk
or storedonasmartcard.

Insteadof usingthe X.509 private key, we generatea specialpublic key pair
whensettingup a new Legion userfor the first time. With his X.509 privatekey,
the userthencreatesand signsa specialproxy credential. The proxy credential
specifiesthat regular credentialscreatedwith the new key pair are equivalentto
credentialglirectly createdoy the userandhis X.509key. We call thiskey pairthe
proxy keys.

A RefreshObjectis initially configuredwith the users proxy keys andproxy
credential. Whenthe RefreshObjectreceves a requestfor a freshcredentialit
generates newv oneusingthe proxy keys. The new credentialis sentbackalong
with the proxy credential.A resourcevalidatesa requestby checkingboth of the
credentialgogether

Proxycredentialsrelong-lived;if they expiredquickly, RefresiObjectswvould
periodicallyneednew proxy credentialfrom a potentiallyabsentuser A proxy
credentiabloneis worthlesshowever, andthe normalcredentialthey accompan
dotime out,sothelonglife of proxy credentialgs nota securityproblem.

If ausers proxy keys arestolen the attacler caneasilycreatenew credentials
in the users name. Recwery is the sameasif along-lived bearercredentialhad
beenstolen: The usermustchangehis LOID. To reducethe risk of theft, the Re-
freshObjectshouldbe assignedo a Host ObjectandVault Objecttrustedby the
userandlesslikely to becompromised.

The nameof a users RefreshObjectis sentalong asan implicit parameter
in methodcalls madeon the objects behalf. The RefreshObjectis essentiafor
objectsthat may needto hold a users credentialfor a long period of time. For
example,a ClassManagermay needto reactvate a users object multiple times
during the objects lifetime, which may be monthsor even years. The Refresh
Objectallows the ClassManagerto getthe credentialdt needsavenif the useris
notavailable.

Thoughin normalusecallsto the RefreshObjectshouldbe at arelatively low
rate, it is possiblethatit could becomea hot spotandaffect scalability Thereis
nothingthatpreventsa userfrom having multiple RefreshObjectsif loadbecomes
a problem. However, thereis anincreasedevel of risk in having more outstand-
ing copiesof proxy keys. One mitigation stratgy may be to have multiple sets
of proxy keys andto breakRefreshObjectsinto differenttrust catejories. Less
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trustedRefreshObjectsmight be given proxy keys andcredentialghatonly allow
refreshingof delegatedcredentialspotbearercredentials.

3.1.4 Command-Line Credentials

Command-lineLegion programsalso generatecredentialson behalf of the user

However, we do not wantthemto usethe users X.509 private key. Evenif the

commandsareinteractve andwe canassumehe useris presentthe X.509 private

key is tooincorvenientto use.For example we cant have every Legion command
promptfor a passphrasesothatit candecryptthe privatekey.

Justas with RefreshObjects,we use proxy keys and proxy credentialsfor
command-linebjects.Theprivateproxy key is storedin the clearon disk, though
protectedby the local file system. The proxy credentialis also available on disk
sothatcommandsnay sendit with the new credentialghey generate Simply by
gainingaccesso hisfiles, theuseris “loggedon” to Legion.

Anothermechanisnis alsoavailableif storingproxykeysondiskis considered
too risky. To startusingLegion, the userrunsa speciallogin tool thatgenerates
new proxy keys andcredential{andthustemporarilyrequiresaccesso the users
X.509 privatekey). This login tool storesthe keys in memoryandcreatesa new
subshellfor executingLegion commands.The commandsaisea privatesoclet to
obtainthe proxy keys from the parentlogin program.Whenthe subshelis exited
(i.e.,theuser‘logs out”), the keys andcredentialaarediscardedthoughthey may
live onin theusers RefreshObiject.

3.1.5 Authentication Credentials

To usea delggatedcredentiathatit holds,an objectneeddo authenticatétself to

thetamgetobject. It doesthis by sendinganauthentication credential with thecall.

Theauthenticatiortredentials the LOID of thetargetandis signedby theobject.
It is sentdirectlyto thetamgetandprotectedrom theftenroute. By “protectedfrom

theft” we meanthatit cannotbe extractedand combinedwith ary othermethod
call (how the communicatiorlayer handleghis is discussedn Section3.3). This

protectionis necessarpecausarybodyholdingboththeauthenticatiorcredential
andthedelegatedcredentiatanaccesshetamget,andthedelegatedcredentiamay
be known by mary otherparties.

By makingthetheauthenticatiorcredentiahold thetarget's LOID, we ensure
thatthetamgetobjectitself cannotmisusethe authenticatiorcredential Otherwise,
thetamgetmight usethe authenticatiorcredentiablongwith someothercredential
delggatedto the objectto gainaccesso anotheresource.
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3.1.6 KeySharing

Publickey pairsareexpensve to generateThis expensds particularlynoticeable
for interactve commandswhich have to createLOIDs for themseles, and for
programghatcreatearge collectionsof slave objectsto carryout parallelcompu-
tations.

We canlargely eliminatethis expenseby sharingkey pairsover collectionsof
objects.TheLOIDs arestill distinctbecausehey have differentinstancenumbers,
but the securityfieldsarethesame In the caseof command-lingorogramsywe can
simply usethe proxy keys for the command-linebjects’privatekeys andLOIDs.
For otherobjectssuchasMPI slaves,theresponsibl€ClassManagercangenerate
onepublickey pairanduseit for all theobjectsit creates.

Thedravbackof sharingkeys s thatif the privatekey of oneobjectis stolen,
all of its partnersareimmediatelycompromisecaswell. By only sharinga key
within applicationsor for aninteractve sessionthis risk is reduced.Otherwise,
ClassManagergancontinueto generataen keysfor eachnew objectthey create,
andcanimprove performancdoy pregeneratinga pool of keys whenidle.

3.2 AccessControl

In Legion, accesss theability to call amethodon anobject. The objectmayrep-
resenta file, a Legion service,a device, or ary otherresource.Accesscontrolis
not centralizedn ary onepartof the Legion system. Eachobjectis responsible
for enforcingits own accessontrolpolicy. It may collaboratewith otherobjectsin
makinganaccesslecisionandindeed this allows anadministratotto controlpol-
icy for multiple objectsfrom onepoint. The Legion architecturedoesnot require
this, however.

The generalmodelfor accessontrolis that eachmethodcall receved at an
objectpasseghrougha Mayl layer beforebeingserviced. Mayl is specifiedas
aneventin the configurablelLegion protocolstack[12]. May| decideswvhetherto
grantaccessaccordingto whatever policy it implements.If accesss denied,the
objectwill respondwith an appropriatesecurityexception,which the caller can
handleary way it seedit.

Mayl canbe implementedn multiple ways. Thetrivial Mayl layer couldjust
allow all accessThedefault LRTL implementatiorprovidesa moresophisticated
Mayl thatimplementsaccessontrollists and credentialchecking. In this Mayl,
accesgontrollists canbe specifiedfor eachmethodin anobject. Therearetwo
lists for eachmethod,anallow anda deny. The entriesin thelists arethe LOIDs
of callersthataregrantedor deniedtheright to call the particularmethod;a dery
entry supersedean allow. Default allow anddery lists canbe specifiedto cover
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methodghatdon't have their own entries.

TheLOIDs in theallow anddery listsmayspecifyparticularuserstheobjects
ClassManageror the objectitself. Thelists canalsoincludea specialtoken that
representary LOID atall. The LOIDs of objectsusedto represenggroupscan
alsobe containedin the lists. Group Objectssimply represent list of member
LOIDs, praviding methoddor queryingor modifyingmembershipAny userin the
systencancreatetheirown group listing whichever LOIDs they wishasmembers,
andmodifying membershiglynamicallyover time. Whena groupobjectLOID is
found on anaccesgontrollist, all of the containedmembersarelogically added
to thelist. For performancetheresultsof the membershigookuparecachedput
with a shorttimeout(five minutesby default) sothat groupmembershighanges
will be reflectedrelatively quickly. Groupsprovide one meansfor centralizing
accesgontrolpolicy.

Whena methodcall is receved, the credentialst carriesarechecled by Mayl
andcomparedagainstthe accessontrollists. For example,in the caseof a dele-
gatedcredential the caller musthave includedproof of his identity in the call so
thatMayl canconfirmthatthe credentialapplies.Multiple credentialsanbe car
riedin a call, checkingcontinuesuntil oneprovidesaccessNote thatcredentials
provide an alternatve way to definegroups. If the group owner aloneis on the
accesgontrollist for a method,thenhe cangive delegatedcredentialdo all the
memberf thegroup,allowing themto call the methodaswell.

The default library Mayl is configuredwhenan objectstartsup. The config-
urationinformationis passedo it by its ClassManagerwhich in turn may have
inheritedthe information,or partof it, from the user For example,the usermay
have a default accesscontrol list for object-mandatorynethodsthat all objects
createdon his behalfwill inherit, while the ClassManagerfor thoseobjectsmay
specifyadditionalaccesgontrollists specificto the particularkinds of objectsthey
manage.

Theform of accesgontrolprovided by the default Mayl is sufiicientfor some
kinds of objects,suchasfile objects,but not for others.For example,ClassMan-
agerssupporta “deactvate” methodthatallows the callerto bring dovn anobject
managedy thatClassManager Multiple clientsof asingleClassManagelObject
may all needto call this method,but eachshouldbe allowed to deactvate only
the objectshe created. The default Mayl doesnt have this ownershipinforma-
tion. To solve this particularcase anadditionalMay! eventhandleris addedo the
ClassManagelimplementatiorthatcancheckthe agumentsof the deactvate call
againstaninternally maintainedable of who createdwvhich objectinstance.The
LRTL configurablegvent-basegbrotocolstackmalesit easyto replaceor supple-
mentthedefault Mayl with extrafunctionalitysuchasthis. ThedefaultMay! itself
is relatively simpleto modify if, for example,new formsof credentialor different
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kindsof accessontrollists mustbe supportedWith the Legion securityarchitec-
ture, thesetypesof changescanbe madeon a local basiswithout affecting other
partsof aLegion system.

3.3 Communication

A methodcall from one Legion objectto anothercan consistof multiple Legion
messages.Because_egion supportsdataflav-basedmethodinvocation (as de-
scribedin Section2.1), the variousamgumentsof a methodcall may flow into
the tamget as messagefrom several differentobjects. The messagethemseles
arepacletizedandtransmittedusingoneof a numberof underlyingtransportay-
ers,includingUDP/IR TCP/IR or platform-specifianessagpassingerviceqe.g.,
userlevel messag@assingveranIBM SP2switch).

It is atthelevel of Legion messagethatwe provide encryptionandintegrity
services.Whena Legion messagés preparedor sendingyariouseventhandlers
internalto the objectaretriggeredin successiomsdescribedn Section2.3. One
of thesehandlerasmplementsa default messagesecuritylayer This layerinspects
theimplicit parameteraccompaying amessagé determinevhichsecurityfunc-
tionsto apply

3.3.1 MessageSecurity Modes

A messagéenay be sentwith no security in private mode, or in protected mode.
In both privateand protectednodes certainkey elementsf a messagée.g.,ary
containedcredentialsare encrypted. The functional differencebetweenthe two
modesis in how the restof the messagé€body plus otherimplicit parametersis
treated.In private modeit is encryptedwhereasn protectednodeonly a digest
is generatedo provide anintegrity guaranteelUnlessprivatemodeis alreadyon,
protectednodeis selectechutomaticallyif amessageontainscredentialsThisis
afailsafemeasureo preventcredentialsrom beingtransmittedn the clear

The purposeof encryptingcredentialsis to protectbearercredentialsfrom
theft. Delegatedcredentialsdo not needto be protected but the securitylayer
doesnot examinethe credentialsat this level of detail. Moreover, the distinction
betweenthe two typesof credentialcanbe misleading:If a delegatedcredential
grantsrights to a large groupbecausdurther specificityis impossible it may be
desirableto protectit justlike abearercredential.

In additionto protectingcredentials both protectedmode and private mode
encrypta computation tag containedn every Legion messagea randomnumber
token that is generatedor eachmethodcall. All the messageshat make up a
given methodcall containthe samecomputatiortag. Thetagis usedto assemble

17



incomingmessagefom multiple objectsinto a singlemethodcall andto identify
thereturnvaluefor a call madeearlier If anattacler knows the computationtag
for amethodcall, he canforge completemessagesontainingargumentsor return
values,evenwithout holding ary credentials.The computationtagis treatedasa
sharedsecret,andis never transmittedin the clearunless‘no security” modeis
selected.

Private modeworks by RSA-encryptingthe entire messageising the recipi-
ent’s public key. For efficiency, the RSA toolkit (RSAREF2.0) only encryptsa
randomDES sessiorkey usingRSA encryption;this key is thenusedto encrypt
everythingelsein cipherblock-chaiing (CBC) mode. The useof DESin CBC
modeensureghatthe messageannotbe brokeninto piecesandrecombinedvith
othercryptotet to createa new valid messageFor further efficiengy, the sender
andrecever cacheghe DESkey sothatif anothemessagés sentin thesamedirec-
tion within alimited period,the DESkey canbereused Theslov RSAencryption
anddecryptionof the DES key canthenbe skipped.

Protectedmodefunctionsdifferently First, a digestfor the entire message
is generated.Then, just the credentialsand computationtag in the messagere
encryptedor therecipient.Onreceipt,they aredecryptedandthe messageligest
is recalculatecandcomparedwvith thetransmittedvalue. An attacler cannotsteal
theencryptedlock anduseit to createanothewalid messagbecauséeis unable
to createa digestthatincludesboth his plaintext andthe plaintext of theencrypted
block. Thelattercanonly be extractedby theintendedrecipient.

Protectednodeis fasterthanprivatemodeon large messagelsecauseligesting
runsfasterthan DES encryption. Both modespay the costof RSA-encryptinga
DESkey, however.

Becausehemodein useis storedin implicit parameterdt propagatethrough
call chains. For example,a usercanselectprivate modewhencalling an object.
Thecallsthattheobjectmakeson behalfof theuserwill alsouseprivatemode,and
soon down theline. In somecaseghis propagatioris not desired,suchaswhen
a classobjectrequestobjectcreationon a Host Object. The classobjectalways
usesprivatemodefor this call sothatthe new objects privatekey is not exposed.
However, theimplicit parameterpassedn this call will becomehe new objects
implicit parametersandit maynotneedto runin privatemode.Thesecuritylayer
recognizesa specialnonpropagatingmplicit parameteto allow the specification
of securityfor justa singlemessage.

The securitylayer doesnot provide mutualauthentication.The sendercanbe
assuref theidentity of therecipient,becaus®nly the desiredrecipientcanread
the encryptedpartsof the message.The recipientusually doesnt carewho the
actualsendeilis; its decisionsarebasedsolelyon the credentialghatarrivedin the
message.
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3.3.2 Replay

Althoughcredentialandcomputatiortagscannotbe extractedfrom amessagéy
aneavesdropperhe canstill attemptto replaya messageTo preventreplay each
messagéncludesa large randomnumberanda timestamp.A recipientonly ac-
ceptsmessagegvhosetimestampdall within a window basedon the recipients
currenttime, e.g.,thirty minutesinto the pastandten minutesinto the future. Old
messagemaybereplays,excessiely delayedor victims of skewed clocks; mes-
sagedrom too farin the future alsoindicateoverly skewed clocks. In thesecases
therecipientsendsanexceptionbackto thesender

Assumingthemessagés arriving for thefirsttime, therecipientthencalculates
how long it mustlog the randommessag&umberbasedon the messages’times-
tampandits own time-checkingvindow. If anothemrmessagéhenarriveswith the
samerandomnumberduringthelog period,it is rejected.In essencethe message
timestampsllow coarse-grainedetectionof replays,while the randomnumbers
provide thefine grain.

3.4 Object Management

Sofarwe have discussedecurityatthelevel of Legion objectsandfacilities. Fun-
damentallythough,Legion softwarerunson existing operatingsystemswith their
own securitypolicies. It is thereforealsocritical thattheimplementatiorof the Le-
gion objectmodelensurahatextra-Legion mechanismsannotbe usedto subvert
higherlevel securitymechanismsSimilarly, it is importantto ensurethatLegion
doesnotbreakiocal securitypoliciesatasite. Thesdssuesarefundamentahspects
of the Legion objectmanagemerimplementation—thénterfacebetweer_egion
coreobjectsthatrepresentesourcesandthelocal systeminterfacesthat provide
accesgo resources.

Legionencapsulatethemanagemerdf computationatesourceanddatastor
agewith HostandVault Objects respectrely. The Host Objectrecevesrequests
to createobjectsandcontrolsthemwith the authenticatiorandMayl mechanisms
discussee@arlier It spavnsnew processeto run objectsmonitorsresourcaisage,
andenforcesallocationlimits by killing userobjectsif necessaryin acomplemen-
taryrole,theVaultallocatesOPRsasdirectoriesonthelocalfile systenmor onother
storagemedia. Authenticatebjectsusetheseallocateddirectoriesto storetheir
persistenstate. The Vault canreclaimmanagedtoragespaceasnecessary

The local systemadministratoris generallyconcernedvith who can create
processesn his systemvia Legion, whatthoseprocessesando, andwho pays
for their resourceuse. If thereis a securityproblem,he needsa way to tracethe
responsibleparty On Legion’s side,thereis a needto prevent userobjectsfrom

19



interferingwith oneanotheror with systemobjects(e.g.,HostandVault Objects),
andto maintainthe privacgy of persistenstate(OPRS). The latteris particularly
significantbecaus@bjectsstoretheir privatekeysin their OPRs.

Theneedsf Legion arecommonto ary multi-useroperatingsystemandour
approacho providing themis to leverageoff of existing operatingsystenservices.
In the following sectionswe shav how we meettheseneedsandalsosatisfytwo
typesof local systenrequirements.

3.4.1 Proces<Lontrol Daemon

Our generalstratgy for isolatingLegion objectsfrom oneanotheris to runthem
in separateaccountson the hostsystem. The accountghat canbe usedfor this
purposefall into two cateories. For thoseLegion userswho happerto have ac-
countsonthelocal systempbjectscanrun ontheirnormaluseraccountsFor other
userstherecanbeapool of genericaccountghatareassignedor Legionuse.The
genericaccountsusually have minimal permissionge.g.,no homedirectory no
groupmembershipsetc.). Thelocal Hostand Vault Objectsalsohave their own
accounts.

Objectcreationrequestsarrive at the Host Objectas normalmethodinvoca-
tions, andcanthusbe controlledusingthe standard_egion accessontrol mech-
anismfor methods.For eachrequestthe Host checksthe credentialsagainsthe
userLOIDs and groupsthat are allowed to createobjectsonit. If everythingis
acceptableit next selectsan accountfor the new objectto runin; dependingon
the credentialdn the creationrequestandits local configuration,it may choose
a local useraccountor one of the genericaccounts.The accountsare subjectto
schedulingandresourcecontroljustlike CPUtime, memoryusageandsoon; an
objects leaseon anaccountgspeciallya genericaccountjs usuallylimited.

Beforestartinganactualprocesgor thenew objectin theallocatedaccountthe
Hostneedgo changeheownershipof the objects directoryfrom the Vaultuserid
to the newly allocateduserid. Thelocationof the directorythatwill containthe
new objects persistenstateis passedo the Hostaspart of the activation request
(this locationwasobtainedthrougha methodon the local VVault performedby the
objects creator likely its class). Ownershipof this directorymustbe changedo
both protectthe objects statefrom accessy otherobjects(which will run under
differentuserids), andto make the stateaccessibléo thenew object.

Finally, theHostneedgo spavn theactualprocesshatwill executethe object
ontheappropriateaccount.To carryoutthis step,andto changeownershipof the
objects persistenttate,the Host requiresaccesgo someprivileged operations.
However, theHostdoesnotexecutewith rootpermissionsAccesdo theseequired
privileged operationsis encapsulateéh a Process Control Daemon (PCD) that
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executesonthehost,providing servicedo the Host Objectin a controlledfashion.
The PCD is a small, easilyvettedprogramthat runswith root permissions.It is
configuredbnly to allow acces$y thehostaccount.Two of its key functionsareto
permitchangingdirectoryownershipandto createnew processesn a designated
account.The PCDIimits theaccountgor whichthiscanbedoneto asetconfigured
by thelocal systemadministratarThesetincludeshegenerid_egionaccountand
potentiallytheaccountof local Legionusers.

As the PCD startsthe objectrunning, the Host logs an audit trail usingthe
X.509 informationfor the userwhosecredentialsaccompaniedhe request. The
audittrail providesessentiainformationif the new objectmisusedocal resources.

While the objectis allocatedits accountthe Host Objectcanreactivateit as
necessaryiathePCD(idle objectamaydeactvatethemseles,or their classobject
maydeactvatethem).If theobjecthasexceededts useof localresourcegheHost
canrequesthatthe PCDkill it directly Whenan objectlosesor relinquishests
useof an account,the Host objectusesthe PCD to changethe ownershipof its
persistentstateback to the Vault Object. If the objectis reactvatedlater on a
differentaccountpwnershipof the statecanbechangedo theappropriateiserid.
After anaccounts reclaimedthe PCDterminatesall processesunningonit and
generallycleanst up.

TheVault's storagss of coursealimited resourceaswell, andschedulingand
accounfpoliciesapplytoit. A Vaultcancleanup anobjects statein severalways.
Normally, theobjects classwill inform theVaultthatthestoraganaybereclaimed
(e.g.,afteraclassmigratesaninstanceoff of a Vault,or deletesaninstanceit calls
theVault's “deletestorage’method).If theVaultinitiatesthe clean-upjt proceeds
consenratively, checkingwith the classobjectif possibleandperhapsarchiving the
statebeforedeletingit.

Theimplementatiorjust describeds sufiicient for somelocal systemadmin-
istrators. Legion authenticationis usedto determinewho gainsaccesgo local
resourcesandthe resourcesnadeavailable are also constrainedo thoseusable
from alimited setof accountsDetailedlogging providesaccountability

3.4.2 Non-LegionAuthentication

Oneaspecbf the previous approachwhich may be unacceptablat somesitesis

theuseof Legionauthenticatioomechanism#o controlaccess$o ahost. For exam-

ple, a site mayrequirethatonly userswith local accountanay accesshe system,
andthatthoseusersmustbe authenticatethy alocally adoptedauthenticatiorsys-
temsuchasKerberoq10]. Onceauthenticatiorsucceedshough,normallLegion

objectscanbe created.To make the discussiorof how theserequirementganbe

metconcretewe will useKerberosasa sampleauthenticatioomechanism.
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TheKerberosauthenticatiomprotocolis fundamentalljpasedn clientsobtain-
ing ticketsfor the useof services.Ticketsareunfoigeabletokensobtainedfrom a
distribution sener througha protocolthatinvolvesthe actualauthenticatiorof the
userthroughpasswerd entry To avoid requiringthe repeatecentry of passwerds,
a specialTicket GrantingTicket (TGT) is obtainedby clients. This TGT is a cre-
dentialthat canthen be usedfor a limited time to obtain further tickets that are
requiredto accessndividual services.Clientscanobtainspeciallymarked TGTs
thatcanbeforwardedto proxiesfor usewithin alimited time period[9].

Theuseof theseforwardedT GTsis thebasisfor emplg/ing Kerberosasanau-
thenticatiormechanisnwithin Legion. The TGT is sentin theimplicit parameters
of anobjectcreationrequesto theeventualHostObject. The TGT is equivalentto
abearercredentialandit is treatedassuchby not beingsentin theclear etc.

TheHostObjectuseshe TGT it recevesto requestnev TGT from thelocal
Kerberossener. If authenticatiorails, it will notgeta TGT. Thenew TGT grants
accesdo a Kerberizedversionof the PCD. The Host proceed4o make an object
creationrequestto the KerberizedPCD, supplyingthe local TGT andthe name
of the users local accountalongwith the standardob requestinformation (e.g.,
the executablepath, the path of the objects persistenstatedirectory etc.). The
PCD performsthe normalactionsof changingthe ownershipof the directoryfor
theobjects stateandspavning the object.

The TGTs expire relatvely rapidly, andthe Host discardsthemimmediately
afteruse. However, to supportthe continuedmanagemenof local objectsin the
absenceof the objectowners, the PCD will perform certainlimited actionson
behalftheHostwithouta TGT. It canstop(i.e.,kill) amanageabiject,it canrestart
theobject,andit canswitchthe ownershipof the objects statedirectorybackand
forth betweerthe Vault ownershipanduseraccountwnership.The PCD ensures
thatonly accountf usersauthenticatedia Kerberosareused.

An importantrestrictioncoversobjectrestarts. The PCDwill only restartthe
sameobjectsunderthe sameaccountghatit did whenTGTs were presented.It
will notrestartanobjectthatis alreadyrunning(therebycreatingmultiple copies),
andit keepdrackof its childrento preventthis. TheseconditiongprohibittheHost,
or arybodycontactinghe Host,from leveragingoff a previously authenticatedse
of thePCD.Consideithe exampleof auserobjectrunningonaHost. If this object
becomesleactvated,andthenis neededo serviceamethodcalledby a userother
thanits owner, it will needto bereactvatedwithouta TGT. The PCD will reacti-
vatethegivenobjectonly if it hadbeenpreviously startedontheHostusingavalid
TGT. The PCDwill not startadditionalobjectsof the sameclass(i.e., additional
processesunningthe sameexecutable) nor will it startthe given objectundera
differentuserid thanwasoriginally selected.The effect is the sameasif the ob-
jecthadnever beendeactvated,but hadinsteadcontinuedo execute.This retains
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the level of accesontrol requiredby site administratorsprocessesanonly be
effectively startedby authorizedusers andthenonly throughthelocally mandated
authenticatioomechanismFor the purpose®f long-lived objects,we simply ex-
tendthis to supportthe temporarysuspensiomf objectscreatedby authenticated
usersandthesubsequentactvation of theseprocesseby otherclients.

The servicesprovided by Kerberos(e.g., obtainingforwardableusercreden-
tials) are availablein othersystemssuchasthe SecureSocletsLayer (SSL).In
fact,bothKerberosandSSL canbe calledthrougha genericinterface:the Generic
SecureServiceApplication Programinterface(GSSAPI)[8]. By usingGSSAPI,
straightforvard extensiongo othersystemsuchasSSL arepossible.

4 Policy Examples

TheLegion architecturgpresentedn Section2 is highly flexible, allowing theim-
plementationof a wide variety of security mechanismsimportantexamplesof
which weredescribedn Section3. However, applicationdevelopersandsite ad-
ministratorstypically have higherlevel policy specificationsn mind whenusing
software. The particularunderlyingmechanismsarelessimportant,aslong asthe
usercanbeassuredhathigh-level policy requirementarebeingmet. In this sec-
tion, we consideiillustrative examplesof how the Legion systemarchitectureand
existing Legiontoolscanbeorganizedo meetsamplesiteandapplicationpolicies.

4.1 Site-LocalPolicy Examples
4.1.1 Sitelsolation

As describedn Section2.2,Legion systemsanconsistof multiple domainsgach
possiblyin a differentorganizationor trustdomain.For example,considerthe ex-
ampleof a Reggional HealthOrganizationNetwork. Sucha systemwould benefit
from Legion’s ability to allow enhancectollaboration,information sharing,and
soon. However, this systemwould certainlyinterconnecinstitutionsin disjoint
trustdomains.It is oftendesirableo systemadministratorgontrikuting resources
to a larger metasystento ensurethat certainsite-isolationpropertiesare guaran-
teed. For example,considera site thatmakesresourcesvailableto Legion. It is
managedy a local Legion administratgrwho we will call Admin. A perfectly
reasonabl@olicy thatwould likely berequiredoy Admin would be asfollows: no
matterhow subvertedary externalsitesin the Legion systemmightbe,nointruder
caninvoke methodson local Legion resourcesasAdmin. Sucha policy is clearly
desirable sinceAdmin is likely to have administratre control over critical local
resourceswho canusewhich machine andfor how long; who canaccessvhich
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locally storedOPRs;etc. Theability to invoke methodsasAdmin is tantamounto
completecontrolof thelocal Legion software.

The desiredisolation policy canbe achiezed througha numberof straight-
forward safguardsenabledby the Legion design. First and foremost,the local
Legion resourceshouldbe startedasa separaté_egion domain(asdescribedn
Section2.2). All of thecoreobjectsmanaginghelocal sitecanbestartedandcon-
figuredby Admin, resultingin no externaltrustdependenciesn outsidesystems.
Clearly to achieve the desiredfunctionality of a metacomputeithe local domain
will thenneedto be connectedo somesetof externalLegiondomains.

After thislink to theexternal(anduntrustedkystems made Admin musttake
further precautiongo prevent subversionof the local site. While invoking meth-
odswith bearercredentialsbasedon Admin’s proxy credential, Admin mustbe
surethatno messagearesentto off-site objects. If we assumehatary external
site may be arbitrarily subvertedand malicious,we cannotrisk passingAdmin’s
credentialsoutsidethe local site—thg might immediatelybe usedto breakthe
isolationpolicy. However, simply statingthat Admin shouldnot passcredentials
off-site is not generallygood enough—Adminmmight make a simple mistale that
could breakthe policy, so we would like automatedenforcemenbf this safety
measureThis automateanforcemenis simpleto achiere in Legion: Admin sim-
ply usesa versionof the LRTL with the flexible protocolstackconfiguredwith
an extra event handlerfor the message-sengrent. If a messageés inadwertently
directedoff-site thatcontainsAdmin’s credentialsthe messagés blocked andthe
event handlerraisesan exception. With this simple modificationto Admin’s Le-
gion ervironment,he canbe assuredhat his credentialswill not be dispersedo
untrustvorthy off-site objects.

Ensuringthat Admin doesnot communicatewith off-site objectshasa desir
ablesecondaneffect. SinceAdmin cannotcommunicatewith external, untrust-
worthy sites, he cannotplace critical objectssuchas his RefreshObjecton re-
sourcesatthesesites(seeSection3.1.3). This benefitextendsto anarrayof poten-
tially critical, but notnecessarilpbvious,resourceskFor example, supposeéAdmin
maintainsa local Group Objectlisting the setof usersthat are allowed to start
objectsonlocalresourceslf thisobjectwereallowedto executeon anuntrustvor-
thy site, its contentscould be modified by a maliciousresourceowner, andlocal
resourcausagepolicy couldbebroken.

The two mechanismslescribedabore, in combinationwith carefully config-
uredaccesgontrolfor local coreobjectssuchasHosts,Vaults,andcritical Class
Managersensureghatthedesiredsolationpolicy will be met. Off-site objectswill
neitherbe ableto generatenor stealAdmin’s credentials Externalcallerswill be
preventedfrom invoking unauthorizednethodson local critical resourcesensur
ing thatlocal accesgontrolis nottampereadwvith, local resourceisagepoliciesare
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not modified,andthat securityfailuresin otherdomainsdo not have dire conse-
guencedor thelocalsite.

4.1.2 Site-Wide Required AccessControl

The Legion accessontrol modelaspresentedn Section3.2 is basedon the as-
sumptionthatuserswill configureaccessontrolfor their own objects. This con-
ceptaddsa powerful level of flexibility to the system—forexample,it malkesar-
bitrary site-localresourceaccesgoliciespossible.However, on first examination
it appeargo relinquishthe ability for a systemadministratotto setaccessontrol
policiesuniformly acrosshis site. For example,the default Legion accessontrol
configurationdoesnot grantthe administratouserfor a Legion domainaccesso
otherusers’objectswithin thedomain—therés norootuserwho canreadary file
or useary programin thedomain.Theinability to configurerequiredsite-wideac-
cesscontrolpoliciesmaybeunacceptablat somesites.However, theflexibility of
theLegion architecturellows usto addresshisissuein a straightforvard fashion,
usingthe existingtools provided with the Legion software.

As anexampleof a site-widerequiredaccessontrol policy, we considerthe
problemof strictly limiting accesdo files by outsideusers. The Legion system
definesabasicFile Objectthatcanbeusedto represenéfile in thesystem Access
controlfor thenormallLegionFile Objectis basednthedefaultLegion ACL May!
mechanismwhich placesno restrictionson whatLOIDs (i.e., whatusers)maybe
placedon accessontrollists. However, considera site thatwishesto enforcethe
policy thatfiles may notbe accessedly outsideusers.Effectively, we wanta way
to controlwhich LOIDs may be placedon the ACL for local file objects.We can
achieve this policy usingthe power of local HostObjectsto controlaccesgo local
resources.The Host Objectsat the site (which are ownedand controlledby the
localadministratorarea pointof resourceaccespolicy—they definewhichtypes
of objectsmayrun atthesite. Usingthis feature the site administratoicanstrictly
limit the classe®f objectsthatmayrun atthesite. In particular the allowableset
of classesanbe limited to thosethat are appraed by the systemadministratar
Thelist of allowableclassexanbe configuredto only includefile objectswith an
alternateMayl layer—anextendedversionof thedefault ACL mechanisnthatalso
verifiesthatallowed LOIDs arein a well-known groupcontainingonly the local
site users. Given this simple configuration the site administratorcanensurethat
files arenotinadertentlyexportedto outsideusershroughLegion? Furthermore,
this approactgeneralizeso othersite-wideaccessontrol restrictions,and other
similar site-widepolicy enforcemenproblems.

20f coursethe describedapproactdoesnot preventmalicioususersfrom exporting dataoff site
in ary numberof ways,throughLegion andotherwise.
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4.1.3 Firewalls

Firewalls area simplefact of life at mary security-conscioumstitutions. While
firewalls arenotaddresseéxplicitly in the Legion model,the Legion architecture
is flexible enoughto accommodatdirewalls with ease. As is typical in firewall
situationsa proxy onthefirewall hostis the naturalsolution. However, the ability
to usecustomversionsof the Legion coreobjects,andthe flexible protocolstack
modelof the LRLT, allow proxy-basedolutionsto be emplg/edin Legionin an
especiallystraightforvard, usertransparenivay.

Objectsstartedon hostsbehinda firewall automaticallyhave a Proxy Object
onthefirewall hostassignedo themby their HostObject(in somecaseseachuser
mightdesiretheirown proxy object;in othercasesasharedroxy objectis accept-
able;eithermodelis simpleto support). The objectaddresdgor a newly activated
objectbehindthefirewall thatis reportedo the objects ClassManagelis actually
the addresdor the Proxy Object—whencallersof the objectexecutethe binding
processthey will begiventheaddres®f the Proxy Object. The ProxyObjectthen
actsasasimplereflector forwardingary receved messaget theirintendeddesti-
nationsbehindthefirewall. Useof the ProxyObjectto forwardoutboundnessages
from callersbehindthefirewall is automatedy atransparenadd-ineventhandler
in the LRTL protocolstack.

4.2 Application Policy Examples
4.2.1 Resource SelectionPolicy

In principle,a userof a metacomputeshouldnt needto carewhich resourcesire
usedto executehisjobs. In practice however, the trustworthinessof theresources
thatareselectedor certainapplicationds of critical interestto the user Policies
regardingwhich resourcesnay be usedto executeobjectsarelogically localized
within the ClassManager®f a users objectclassesAny site selectionpolicy can
be encodedn a users ClassManagerObjects,giving the usertotal control over
theselectiomanduseof trustworthy sites.

Although this problemis solved cleanly at the architecturalevel in Legion,
we deemedhis issueof site selectionfor applicationusersimportantenoughto
warrantspecialfeaturedn the default ClassManagerObjectreferencémplemen-
tations.All default ClassManagersn theLegionimplementatiorcheckfor certain
implicit parametershat canbe usedto limit resourceselection. By settingthese
implicit parameters his Legionervironment(usinga providedtool), theusercan
configurea resourceselectionpolicy that will propagateo all “createinstance”
methodscalled on ClassManagerobjectson behalf of the user Of course,the
architecturalprinciple that userscan encodeary resourceselectionpolicy they
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wishin theirown ClassManagelimplementationstill holds;in fact,acorvenient
modelfor suchcustomizatioris supportedy the default ClassManagers ability
to be configuredto usean externalScheduler Object with awell-knowvn interface.
However, in the commoncase,wherea usercan generatea list of sitesthat he
deemdrustworthy andindicatethisin hiservironmentthedefaultimplementation
providesthe needednechanismo implementa basic,effective resourceselection

policy.

4.2.2 CustomizedAccessControl Policies

The default, ACL-basedaccessontrol mechanisnprovided in the LRTL basic
Mayl implementatioris usefulfor specifyingmary commonaccessontrol poli-
cies. For example,the basicLegion File Objecthasmethodssuchasread, write,
andtruncate. By specifyingallow anddery lists of usersand groupsfor these
methods,we can achiee the traditional file accesgoliciesfamiliar to usersof
commonexisting file systems. This is alsotrue for other Legion services,such
asContet Space.However, in somecasesaccesontrollists arenot suficient
to specifytherequiredpolicy. Considerthe exampleof anobjectthatrepresents
a databasef patientrecordsin a hospital. Supposehatthis databas®bjecthas
methodgo create queryandupdatethe recordfor a patient. We would certainly
wantall of the doctorsin the hospitalto have accesgo thesemethods.However,
we mightalsowantto enforcethepolicy thata patients recordis only availableto
his healthcareproviders. Accesscontrollists do notlet usexpresshis policy.

Solvingthis problemis straightforvardin Legion. SinceMayl is aneventin the
configurableprotocolstack,we canintroducea nev Mayl eventhandlerto enforce
thedesiredpolicy. Thenenv Mayl handlerwould checkthe recordin questionon
gueryandupdatemethodsagainstthe methodcaller (indicatedasthe signerof a
credentialgrantingaccesgo the methodin question).If the calleris listedasone
of the doctorsfor the patientwhoserecordwasbeingaccessedhe call would be
allowedto proceed Otherwise Mayl would rejectthe call andraiseanexception.

In practice,we emplg/ exactly this sort of add-onMayl functionality in the
referencamplementation®f the Legion coreobjects.For example,Vault objects
provide accesdo objectpersistenstate.All usersof a given Vault needto access
someof the OPRscontainedn the Vault, but we wantto ensurethat userscant
acces®neanothers OPRs.We useanextra Mayl layerto ensurehatonly theap-
propriateobjectowners(or the ownerof the Vaultitself) canacces©PRs.Similar
functionalityis usedto controlobjectmanagemertperation®n HostObjectsand
ClassManagers.
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5 RelatedWork

Two projectsthatincorporatesecurityinto large-scalaistributed computingplat-

forms are Globus andWebOS.Glohus [2] is a “bag of services’modelfor meta-
computing,n contrasto Legion’s integratedervironmentapproachWheread e-

gion securityis fundamentallybuilt into the architectureof the system,Globus

securityservicesare provided asadd-onmodules. Other Globus toolkit modules
vary in the degreeto which they integratewith, or usethe servicesof, the secu-
rity modules.In Legion, we have adoptedhe approactof defininga setof simple
but powerful abstractionshatmay be easilycomposedo implementnewr security
policies,asour examplesdemonstrateThis approachs inherentlymoreflexible

andadaptable.

CRISIS|[1] is the securityarchitecturdor WebOS.WebOSis fundamentally
differentfrom Legion in termsof the basicservicegprovided. WebOSprovidesa
single, traditionalfile systemanda fixed interfacefor authenticatedemotepro-
cesscreation. CRISIS definescareful, effective securitypoliciesfor thesebasic
servicesHowever, the CRISISsolutiondoesnot provide a meandor easilydevel-
opingsecuritypoliciesfor new mechanismasthey areaddedo WebOS nordoes
it provide a meansfor modifying the securitypolicies supportedor the existing
services.

Two other projectsrelatedto security efforts in Legion, althoughnot with
the focus on metasystemsare Java and CORBA. The computationaimodel of
Java [3] (JDK 1.2) requiresidentity and authenticatiorin orderto executedigi-
tally signedcodedownloadedfrom a remotesite. The JDK providesperclass(or
perapplication)protectiondomains.However, it differssignificantlyfrom Legion
in its lack of supportfor persitesecuritymechanismgjelegation,anduserauthen-
tication.

The securitymodel of CORBA [11] encompasseigientificationand authen-
tication, authorizationand accesscontrol, auditing, security of communication,
non-repudiationandsecurityinformationadministration.Typically, an ORB ven-
dorimplement€CORBA securityusingexistingtechnologysuchasGSSAPI Ker
berosandSESAME.Mary of thegoalsof the CORBA securitymodelaresimilar
to the goalsof the Legion securitymodel,including simplicity, scalability usabil-
ity, andflexibility. However, CORBA is nota metacomputingystem—itdoesnot
constructan operatingsystem-lile ervironmentusing underlyingdistributed re-
sourcesGiventhisfundamentatlifferencen targetuse, CORBA doesnotaddress
themetacomputingecurityproblem.
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6 Conclusions

We have presentedhe basicsecurityarchitectureof the Legion system,andwe
have demonstratethat our designis sufficiently flexible to accommodata wide
variety of security-relatedgnechanismsThis flexibility is critical to the successful
deplayment and use of metacomputingsoftware. One-size-fits-alsoftware dic-
tatedby a single groupwill never satisfythe requirementof the wide rangeof
usersandresourceprovidersin alarge-scalecross-domairrvironment.We have
alsodemonstratedhat flexibility doesnot comeat the price of completelack of
control. Within the flexible Legion framewvork, we shaved how a numberof im-
portantsite-wideandapplication-widesecuritypoliciescould be achiered. Natu-
rally, the setof policiespresenteds only a smallfraction of the policiesthatwill
be neededicrosghe completelegion environment.

TheLegion systemjncludingthe securityfeaturedescribedere,is currently
publicly available. It is widely deplg/ed on hundredsof machinesat dozensof
sitesspanningmultiple trust domains. Key portionsof the software, suchasthe
PCD describedn Section2.2, have beenvettedandappraed by systemadmin-
istratorsat sitessuchasthe SanDiego Supercomputingenterandthe US Naval
Oceanographi©ffice (NAVO). In the future, we planto continuedeplg/mentof
Legion, developingadditionalmechanismandadaptingto new site-localpolicies
asrequired. We are alsoin the processof measuringhe performancempactof
key Legion securitymechanisms.
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