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Abstract

A metacomputingenvironmentisacollectionof geographicallydistributed
resources(people,computers,devices,databases)connectedby oneor more
high-speednetworks and potentially spanningmultiple administrative do-
mains. Securityis an essentialpart of metasystemdesign—high-level re-
sourcesandservicesdefinedby the metacomputermustbe protectedfrom
oneanotherandfrom possiblycorruptedunderlyingresources,while those
underlyingresourcesmustminimize their vulnerability to attacksfrom the
metacomputerlevel. We presentthe Legion securityarchitecture,a flexi-
ble, adaptableframework for solving the metacomputingsecurityproblem.
We demonstratethatthis framework is flexible enoughto implementa wide
rangeof securitymechanismsandhigh-level policies.

1 Intr oduction

Legion [5, 6] is a distributedcomputingplatformfor combiningvery largecollec-
tionsof independentlyadministeredmachinesinto single,coherentenvironments.
Like a traditionaloperatingsystem,Legion builds on a diversesetof lower-level
resourcesto provideconvenientuserabstractions,services,andpolicy enforcement

�

This work was funded by DARPA contract N66001-96-C-8527,DOE grant DE-FD02-
96ER25290,DOEcontractSandiaLD-9391,andDOED459000-16-3C

1



mechanisms.Thedifferenceis that in Legion, thelower-level resourcesmaycon-
sistof thousandsof heterogeneousprocessors,storagesystems,databases,legacy
codes,anduserobjects,all distributedover wide-areanetworksspanningmultiple
administrative domains.Legionprovidesthemeansto pull thesescatteredcompo-
nentstogetherinto a single,object-basedmetacomputer that accommodateshigh
degreesof flexibility andsiteautonomy.

Securityis anessentialpartof theLegiondesign.In ametacomputingenviron-
ment,thesecurityproblemcanbedividedinto two mainconcerns:

1. Protectingthemetacomputer’shigh-level resources,services,andusersfrom
eachotherandfrom possiblycorruptedunderlyingresources,and

2. Preservingthe securitypolicies of the underlyingresourcesthat form the
foundationof themetacomputerandminimizingtheirvulnerabilitytoattacks
from themetacomputerlevel.

For example,restrictingwho is ableto configureametacomputer-wide scheduling
servicewould fall in the first category, and its solution requiresmetacomputer-
specificdefinitionsof identity, authorization,andaccesscontrol. Meanwhile,en-
forcing a policy that permitsonly thosemetacomputeruserswho have local ac-
countsto run jobsonagivenhostfalls in thesecondcategory, andit might require
ameansto mapbetweenlocal identitiesandmetacomputeridentities.

To satisfyusersandadministrators,a full securitysolutionmustaddressand
reconcilebothof thesesecurityconcerns.Usersmusthaveconfidencethatthedata
andcomputationsthey createwithin the metacomputerareadequatelyprotected.
Administratorsneedassurancesthatby addingtheir resourcesto a metacomputer
(andthusmakingthoseresourcesmoreaccessibleandvaluableto users),they are
notalsointroducingunreasonablesecurityvulnerabilitiesinto their systems.

Attemptingto incorporatesecurityasanadd-onlatein theimplementationpro-
cesshasbeenproblematicin a numberof first-generationmetacomputingsystems
suchasPVM, MPI, andMentat. To avoid this pitfall, the Legion grouphasad-
dressedsecurityissuessincetheearliestdesignphases[13]. Our metacomputing
securitymodelhasthreeinterrelateddesigngoals:

Flexibility . Theframework mustbeadaptableto many differentsecuritypolicies
andallow multiplepoliciesto coexist.

Autonomy. Organizationsanduserswithin ametacomputingenvironmentshould
beableto selectandenforcetheirdesiredsecuritypoliciesindependently.

Breadth. The metacomputer’s architecturalframework mustenablea rich setof
securitypolicy features.
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Thesegoalsare strongly driven by our view that a fundamentalcapabilityof a
metacomputeris its ability to scaleover and acrossmultiple trust domains. A
Legion “system” is really a federationof meta-and lower-level resourcesfrom
multiple domains,eachwith its own separatelyevaluatedand enforcedsecurity
policies. As such,thereis no centralkernelor trustedcodebasethatcanmonitor
andcontrolall interactionsbetweenusersandresources.Nor is theretheconcept
of a superuser—no onepersonor entity controlsall of the resourcesin a Legion
system.

If it is to satisfya broadrangeof securityneeds,our architecturemustallow
theimplementationof anumberof differentsecurityfeatures.Theseinclude:

Isolation. Componentsin themetacomputershouldbeableto insulatethemselves
from securitybreachesin otherpartsof thesystem.This featureis particu-
larly importantin large-scalesystems,wherewemustgenerallyassumethat
at leastsomeof theunderlyinghostshave beencompromisedor mayeven
bemalicious.

Accesscontrol. Resourcestypically requireaccesscontrolmechanismsthat em-
bodyauthenticationandauthorizationpolicies.

Identity. Theability to assertandconfirmidentity is essentialfor accesscontrol,
nonrepudiation,andotherbasicfunctions.

Detectionand recovery. A metacomputingenvironmentshouldsupportmecha-
nismsfor detectingintrusionand misuseof resources,and for recovering
afterasecuritybreach.

Communication pri vacy and integrity. Communicationover the networks that
bindthemetacomputertogethermayneedto beencryptedor protectedif the
networkscannotthemselvesbetrusted.

Standards. Existing securitystandardssuchas Kerberos,ssh,DCE, etc., may
needto be integratedinto the metacomputingenvironmentto satisfy local
administrative policy andto handlelegacy software.

In this paperwe elaboratea metacomputingarchitecturebasedon our design
goalsthat addressesboth partsof the metacomputingsecurityproblem. We also
describeawidesetof mechanismswehavedesignedor implementedthatenablea
numberof usefulsecuritypolicies,andprovideexamplesof thosepolicies.Thekey
strengthof our framework is its ability to supportthesepoliciesandmechanisms
alongwith many others.
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The restof thepaperis organizedasfollows: Section2 describestheLegion
systemarchitecture,concentratingon the elementsmostclosely relatedto secu-
rity in the system.Section3 describesconcretesecuritymechanismdesignsthat
we have implementedwithin theframework of theLegion architecture.Section4
discussesexamplesof high-level policies,andhow thesepoliciescanbe imple-
mentedwithin theLegionsecuritysystem.Section5 describesrelatedsystemsand
approaches.Section6 containsconclusions.

2 Ar chitecture

Legion was designedwith the explicit intent of supportinga powerful, flexible
securityarchitecture.BasicLegion designprinciplessuchasencapsulation,ex-
tensibility, flexibility, autonomy, andscalabilityhave resultedin a systemthatcan
supportthevariedrequirementsof applicationprogrammers,tool builders,andre-
sourceproviders. In this section,we examinethe fundamentalelementsof the
Legion architecture,introducingtheconceptsthatwill be thebasisfor therestof
thepaper.

2.1 Object Model

Legionis composedof independent,activeobjects;all entitiesof interestwithin the
system—processingresources,storage,users,etc.—arerepresentedby objects[7].
Legion objectscommunicatevia asynchronousmethodinvocationssupportedby
anunderlyingmessagepassingsystem.Eachmethodinvocationcontainsa setof
explicit (i.e., actual)parameters,andanoptionalsetof arbitraryimplicit parame-
ters,attribute–valuepairsthatareavailabletocalledobjectsasinvocationmetadata.
Methodcallscanproduceanarbitrarysetof results.Usingdata-flow information
encodedin Legion methodinvocations,resultsare forwardeddirectly to where
they areneeded,ratherthannecessarilybackto thecaller. Objectsareinstancesof
classesthatdefinetheir interface,which is requiredto bea supersetof a minimal
object-mandatory interface.Objectmandatorymethodsincludefunctionssuchas
aninterfacequeryandmethodsto implementobjectpersistence.

Legionobjectsarepersistentandaredefinedto bein oneof two states:active or
inert. Whenanobjectisactive,it is hostedwithin arunningprocessandcanservice
methodinvocations.Whenanobjectis inert, its state(calledits ObjectPersistent
Representation,or OPR)is storedon a persistentstoragedevice managedwithin
thesystem.Objectsimplementinternalmethodsto storeandrecover theirdynamic
state.

For the purposeof communication,every object is identified by a unique,
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location-independent Legion ObjectIdentifier, or LOID. LOIDs consistof a vari-
ablenumberof variablelengthbinary fields. SomeLOID fields arereserved for
system-level identificationpurposes,e.g.,onefield is usedto identify theobject’s
class,andanothercontainsan instancenumberfor the object(uniquewithin the
object’s class). Additional fields canbe usedto containother informationabout
theobject,for example,locationhintsor securityinformationsuchastheobject’s
publickey.

2.2 Core Objects

Within this generalobjectmodel,Legion definesthe interfacesto a setof basic
classesthat arefundamentalto the operationof the system,andthat supportthe
implementationof theobjectmodelitself. ThemostimportantcoreLegionobject
classesfor the purposesof this discussionareHost Objects,Vault Objects,and
ClassManagerobjects.1

HostObjectsin Legion representprocessingresources.Whena Legionobject
is activated,it is a HostObjectthatactuallycreatesa processto containthenewly
activatedobject. The Host Objectthuscontrolsaccessto its processingresource
andcanenforcelocal policies,e.g.,ensuringthat a userdoesnot consumemore
processingtime thanallotted.

VaultObjectsin Legionrepresentstablestorageavailablewithin thesystemfor
containingOPRs.JustasHostObjectsarethemanagersof active Legion objects,
Vault Objectsarethe managersof inert Legion objects. For example,Vaultsare
the point of accesscontrol to storageresources,andcanenforcepoliciessuchas
file systemallocations.

HostsandVaultsprovide thesystemwith interfacesto processingandstorage
resources.Theuseof theseinterfacesis encapsulatedby ClassManagerObjects.
ClassManagersareresponsiblefor managingthe placement,activation, andde-
activation of a setof objectsof a given class.They provide a centralmechanism
for specifyingpolicy for a setof like objects. Policiessetby the ClassManager
includedefiningwhich implementationsarevalid for instances,which hostsare
suitablefor executionof instances,which usersmaycreatenew instances,andso
on.

In additionto settingpolicy for instances,ClassManagersserve as location
authoritiesfor instances.To accomplishmessagepassingin Legion, LOIDs must
beboundto low-level objectaddresses(typically anIP addressplusportnumber).
This binding processis supportedby ClassManagers,which maintaina record
of eachinstance’s objectaddress.Thebindingprocessalsoservesasanautomatic

1In many of thecitedLegion references,ClassManagerObjectsarereferredto simplyas“Class
Objects.”
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objectactivationmechanismin Legion: if abindingrequestfor aninactive instance
is received, theClassManagerautomaticallyactivatesthe referred-toobjectso it
canservicethependingmethod.TheLegion messagesystemdefinesa rebinding
mechanismthatis automaticallyinvokedwhenbindingsbecomestale,for example
dueto objectmigration.

ClassManagersarefirst-classobjectsthemselves, and are thusmanagedby
higher-level ClassManagersknown asMeta-ClassManagers.Meta-ClassMan-
agersarein turn managedby yet higher-level managersandsoon. Therecursion
for a given Legion domainhaltsat a logically centralClassManagerknown asa
Legion ClassManager. Within a domain,the locationof the Legion ClassMan-
ageris well-known to ensurethat therecursive bindingprocesswill terminate.A
completeLegionsystemcanbecomposedof any numberof suchhierarchies;inter-
domainbinding traffic is automaticallyforwardedamongthecooperatingLegion
ClassManagers,asdepictedin Figure1.

Domain B
Domain A


Inter-domain naming


Instance Level


Class Manager

�

Level


Meta-Class

Manager Level


Legion-Class

Manager Level


Figure1: Legion ClassManagerhierarchiesdepictedfor a systemconsistingof
two Legiondomains.Solidarrows representthe“instanceof” relationship.

A critical aspectof theLegioncoreobjectclassesis thatthey defineinterfaces,
not implementations.TheLegion softwaredistribution providesa numberof de-
fault referenceimplementationsof eachcoreobjecttype,but themodelexplicitly
enablesandencouragestheconfiguration,extension,andevenreplacementof local
coreobjectimplementationsto suitsite-anduser-specificfunctionalityandperfor-
mancerequirements.For example,by replacingthe implementationof the Host
Object,a sitecandefinearbitrarymechanismsandpoliciesfor theusageof their
computationalresources.
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2.3 Legion Runtime Library

Theimplementationof Legionobjects,includingthecoreobjecttypes,is supported
by a Legion Runtime Library (LRTL) interface.TheLRTL providesservicesanal-
ogousto a traditional Object RequestBroker (ORB), defining the interfacesto
servicessuchasmessagepassing,objectcontrol(e.g.,creation,location,deletion),
dynamicinvocationconstruction,distributedexceptionhandling,andotherbasic
requiredmechanisms.

A critical elementof theLRTL is its flexible, configurableprotocolstack[12].
All of theprocessingperformedduringtheconstructionandexecutionof invoca-
tionson theobject-callerside,andin thereceipt,assembly, andserviceof invoca-
tionson theobject-implementationside,is configuredusingaflexible event-based
model.This featureof theLegionsoftwareallows tool buildersto providedrop-in
protocollayersfor Legionobjectimplementationsin aconvenientfashion.For ex-
ample,addingmessageprivacy throughacryptographicprotocolis simplyamatter
of registeringthe appropriatemessageprocessingevent handlersinto the Legion
protocolstack—theaddedserviceis transparentto theapplicationdeveloper.

2.4 Security Principles

Thusfar, thepresentedarchitecturehasspecifiedneithersecuritymechanismsnor
policies. This loosespecificationis intentional—Legion is intendedto provide
a framework suitablefor implementingthe widestpossiblerangeof application-
level andresource-level securitymechanismsandpolicies,without dictatingany
globally requiredmechanismsor policies. It is our goal to enablesitesto expose
theirresourcesto Legionin amannercompliantwith their localpolicies.Similarly,
it is our goal to enableapplicationprogrammersto achieve desired,application-
specifictrade-offs amongtype,level, andcostof securitypoliciesandmechanisms.

This said,it is alsoour goal to provide practicalmetacomputingsoftwarethat
is extremelyeasyto usein thecommoncase,both for systemadministratorsand
applicationdevelopers. Towardsthis end,we have designedandimplementeda
numberof fundamentalsecuritymechanismswithin the Legion framework. We
alsoembeda numberof simple,conservative default policiesin the systemsoft-
warethatwe expectwill beusefulin thecommoncase.Thedefault policiescan
always be overriddenwith ease,and thus do not detractfrom the flexibility of
the system.However, in our experience,many usersareonly willing to execute
software“out of the box” with minimal configurationeffort. We wantLegion to
supporttheseuserssafelyandeffectively aswell.

Wenotethatthedescriptionof theLegionarchitectureprovidedin thissection
is only aquickoverview of theelementsnecessaryfor adiscussionof Legionsecu-
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rity. Completedetailsof theLegionarchitectureandimplementationaredescribed
in othersources,e.g.,[4, 7].

3 Implementation and Default Policies

In Section2 wedescribedthebasicLegionsystemarchitecture.Within this archi-
tecturewehavedesignedandimplementedasetof basicsecuritymechanismsand
policies. In this sectionwe describethesebasic,default Legion securitymecha-
nisms,concentratingon thetypesof securitypropertiesthesemechanismsenable
within theabstractLegionarchitecture.

3.1 Identity

Identity is fundamentalto higher-level securityservicessuchasaccesscontrol. In
Legion,identitycanbebasedmostnaturallyonLOIDs,sinceall entitiesof interest
(includingusers)arerepresentedasLegion objects.As a default Legion security
practice,we useoneof theLOID fields to containsecurityinformationincluding
anRSApublickey.

By including the public key in an object’s LOID, we make it easyfor other
objectsto encryptcommunicationsto thatobjector to verify messagessignedby it.
Objectscanjust extract thekey from theLOID, ratherthanlooking it up in some
separatedatabase.By making the key an integral part of an object’s name,we
eliminatesomekindsof publickey tampering.An attacker cannotsubstituteanew
key in aknown object’s id, becauseif any partof theLOID is altered,includingthe
key, a new LOID is createdthatwill not berecognizedby ClassManagerObjects
during thebindingprocess,andsoon. Onedrawback,though,is that thereis no
mechanismfor revokinganobject’s key andissuinganew one,asthisstepimplies
acompletechangeof theobject’s name.

An objectnormallygetsits LOID from its ClassManagerwhenit is created.
The ClassManagerassignsa new instancenumberto the objectandcreatesits
keys. TheresultingLOID andkeys arecommunicatedover anencryptedchannel
to theHostObjectonthemachinewheretheobjectwill run. Oncetheobjectis up,
theHostObjectpassesits LOID andkeysto it overatemporarysocketconnection.
With aLOID in its possession,theobjectcannow begin communicatingwith other
objectsusingnormalLegionmechanisms.

Certainobjectsarenotcreatedby HostObjectsandgettheirLOIDs in different
ways. Command-lineLegion programscreatetheir LOIDs andkeys themselves.
The instancenumberis chosenat random,andthe new LOID is registeredwith
a specialcommand-lineClassManagerfor the domain. The privatekey is never
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transmitted. Another specialcaseis the core systemobjectsthat are necessary
to bootstrapa Legion domain. Thesehave their LOIDs andkeys generatedby a
specialdomaininitializationprogram.

Usersalsohave LOIDs. A usercreateshis own LOID, which is thenregis-
teredwith a userClassManagerand enteredin appropriatesystemgroupsand
accesscontrol lists by the respective administrators.Whenan object suchas a
command-lineprogramcallsanotherobjectonbehalfof theuser, theuser’s LOID
andassociatedcredentialsprovide the basisfor authenticationandauthorization.
Theownershipof aLOID residesin theuser’suniqueknowledgeof theprivatekey
thatis pairedwith hisLOID. Theprivatekey is keptencryptedondisk,onasmart
card,or in someothersafeplace.

Although LOIDs serve as ids in Legion, they arenot easilymanipulatedby
people.The sameserviceobjectsin differentLegion systemswill have different
LOIDs, makingit hardto write utility programsbasedon raw LOIDs. To solve
theseproblems,Legionprovidesadirectoryservicecalledcontext space thatmaps
stringnamesto LOIDs. A context containsstringentrieswhich maybe linked to
any kind of Legion object. Objectsin a context maybefiles, hosts,users,etc.,as
well asothercontexts. Context spaceis similar to a Unix file system;thecontexts
resembledirectorieswhereall theentriesaresoft links.

Contexts make it mucheasierto identify servicesandobjectsin a Legion sys-
tem. However, this conveniencealsointroducessomerisks. Onceobjectsrely on
contexts to look up services,thefocusfor anattacker becomesthecontexts them-
selves. If an attacker compromisesa context, he canreplacethe LOIDs of valid
objectswith LOIDs of hisown. Thereis nothingnew aboutthis typeof vulnerabil-
ity (anattacker whogainsrootaccessonUnix caneasilyreplacesystemprograms,
for example),but it pointsout that LOIDs and their integral public keys do not
protectagainstspoofing.

3.1.1 X.509Certificates

The default securityfield of a LOID is morethan just an RSA public key. It is
actuallyanX.509certificatethatcontainsthekey. In general,anX.509certificate
pairsa public key with a person’s name,organization,identificationof thepublic
key algorithm,andotherinformation.A certificatemaybesignedby acertification
authority (CA) that vouchesfor the associationof the key with the identifying
information. To cover the casewherea recipientdoesn’t recognizethe CA, the
CA’s own certificatecanbechainedontothecertificate,allowing theCA’s CA to
be the basisof authority. The chaincanhave multiple links, eachlink generally
leadingto a higherauthorityCA. A recipientvalidatesa certificateby traversing
the chainuntil it reachesa CA it recognizes(for example,Verisignor the U.S.
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PostalService)andchecksthatall theinterveningcertificatesareproperlysigned.
Validatersarefree to put constraintson how deepa chainthey will accept,who
they will or will not trust,etc.

By default, eachuserin a Legion systemhasa signedX.509certificate.If an
organizationinstallingLegiondoesnotcurrentlyuseX.509certificatesor endorse
aparticularCA, theLegionadministratorcansetuphisown certificationauthority
for Legion users. SomeCA namedin the CA chainon usercertificatesshould
be recognizedby all the potentialvalidatersin a Legion system,but this is not a
requirement;objectscanhave their own policies for handlingmethodcalls that
includecertificatesthey can’t validate.

Theuser’sX.509certificateis propagatedwith requestsandmethodcallsmade
directlyor indirectlyonbehalfof theuser. Theinformationin thecertificateis used
whenmakingentriesto accesslogs. It canalsobethebasisfor alternative access
controlmechanisms,whichwewill discusslater.

All normalLegion objectsalsohave X.509certificatescontainingtheir public
keys. However, thenamefieldsof thesecertificatesareempty, andthecertificates
areleft unsigned.The main useof X.509 for Legion objectsis to encodepublic
keys in astandardway.

3.1.2 Credentials

For a resource,the essentialstepin decidingwhetherto grantan accessrequest
is to determinethe identity of thecaller. If a usercommunicatesdirectly with the
target object,hecanestablishhis identity relatively easilywith anauthentication
protocol,which typically involvesperformingan operationthat only someonein
possessionof his privatekey cando. In a distributedobjectsystem,however, the
usertypically accessesresourcesindirectly, andobjectsneedto beableto perform
actionson his behalf(for example,a userdoesnot invoke the servicesof a Host
Objectdirectly, but insteadreliesonaClassManagerto useHostservices).Though
intermediateobjectscould in principle be given the user’s private key, the risk
involved is too great. Given theuser’s privatekey, anobjectcando anything the
usercan.That’s moreprivilegethanis usuallynecessary.

To avoid theneedfor sharingtheprivatekey, wecouldhaveresourcescall back
to theuserorhistrustedproxywhenthey receiveaccessrequestsin theuser’sname.
Thisstepputscontrolbackin theuser’s hands.Thereareseveraldrawbacksto this
approach,though.First, thefine-graincontrolaffordedby authorizationcallbacks
may be mostly illusory. It canbe very difficult to craft policiesfor a userproxy
(or eventherealuserhimself!) thataremuchmorethan“grantall requests”—too
muchcontextual andsemanticinformationis generallymissingfrom therequest.
Beyondthis barrier, callbacksareexpensive anddo not scalewell. Thoughthere
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is nothingin theLegion architecturethat precludesusingcallbacksfor particular
objectsor resources(andin somecasesthey may indeedbeappropriate),calling
backfor authorizationis nota universalsolution.In Legion,afterall, every object
representsa resourceof sometype,anda callbackon every methodcall would be
acripplingperformancehit.

The intermediatesolutionbetweentheseapproachesis to issuecredentials to
objects.A credentialis a list of rightsgrantedby thecredential’s maker, presum-
ably theuser. They canbepassedthroughcall chains.Whenanobjectrequestsa
resource,it presentsthecredentialto gainaccess.Theresourcecheckstherightsin
thecredentialandwhothemaker is, andusesthatinformationin decidingto grant
access.

Therearetwo main typesof credentialsin Legion: delegated credentials and
bearer credentials. A delegatedcredentialspecifiesexactly who is grantedthe
listed rights, whereassimple possessionof a bearercredentialgrantsthe rights
listedwithin it. A Legioncredentialspecifies

� Theperiodthecredentialis valid

� Whois allowedto usethecredential

� Therights—whichmethodsmaybecalledonwhichspecificobjectsor class
of objects

If missing,fields default to “all.” The credentialalsoincludesthe identity of its
maker, whodigitally signsthecompletecredential.

A sampledelegatedcredentialis “[Object A may call object B’s method M as
Alice during the period T] signed Alice.” To usethis credential,A mustauthenti-
cateto B whenit makesits request.We don’t have to worry aboutprotectingthe
credentialfrom theft, becauseonly A canuseit. Moreover, the specificationof
the target object,the methodto be called,andthe timeoutcloselylimit how this
credentialcanbe used. Greaterspecificity lowers the risk of giving away rights
thatcanbemisusedby otherparties.

It is not alwayspossibleto specifya credentialso narrowly. Call chainscan
be long, and the identity of the final object making a resourcerequestmay be
unknown. If the call chainbranchesout, several differentobjectsfrom different
classesmayneedto make callson theuser’s behalf.We canloosenthespecificity
of credentialsto handlethesecases,but risk increasesatthesametime. Thecreden-
tial “[The bearer has all of Alice’s rights forever] signed Alice” is veryconvenient
to give to objects,asthereis no dangerof accidentlyrestrictingany actions,but
shouldthecredentialbestolen,Alice is in trouble.

In Legion, toolsor commandsdirectly executedby theusercreatethecreden-
tials they needto carryout their actions.The credentialsaremadeasspecificas
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possible.For example,if the userexecutesthe commandto createan object in-
stance,that commandwill createa credentialthat authorizesthe specifiedClass
Managerto createanobjectinstanceonaHostObject.Of course,theHostObject
that is contactedmight rejecttheobjectcreationrequest,but this rejectionwould
bebecausetheuserwasnot authorizedto usethatresource,not becausetheClass
Managerlackedtheauthorizationto acton theuser’s behalf.

If a long-livedbearercredentialis known to bestolen,therecovery strategy is
to createa new LOID for theuser. Thenew LOID hasa differentinstancenumber
but reusesthe user’s official X.509 certificatefor its securityfield. The resource
providersmustthenmodify theappropriatesystemgroupsandreplacetheuser’s
old LOID with the new one. The user’s old objectswill neednew credentialsto
accessresources,andwewill seeshortlyhow they cangetthose.Theflaw, though,
is in having long-livedbearercredentialsto begin with.

3.1.3 CredentialRefresh

Theprimaryreasonfor limiting thedurationof credentials,particularlybearercre-
dentials,is to limit the periodduring which a credentialis vulnerableto theft or
abuse. If credentialsexpire too rapidly, however, valid objectswill not beableto
usethemfor their intendedpurposes.Classobjectsin particularmustbe ableto
hold credentialsfor long periodsof time, so that the objectsthey managecanbe
reactivatedwithoutuserintervention.

In Legion,we establisha balancebetweentheseconflictinggoals.By default,
we make credentialsexpire relatively quickly (for example,aftersomeportionof
an hour). A holderof an expired credentialcanget a freshoneby contactinga
specialCredential Refresh Object owned by the user. The RefreshObject then
handsbackanequivalent,freshcredential.

The purposeof the RefreshObject is to provide a singlepoint of policy for
handlingcredentialrevocation.If asecuritybreachis suspected,thereareanumber
of possibilities:

� TheRefreshObjectcanstoprenewing credentialsissuedbeforethesecurity
breachwasdiscovered,sothatall prior credentials(includingthoseheldby
theattacker) will timeout relatively quickly.

� TheRefreshObjectcanlog informationaboutrefreshrequesters,or require
authenticationinformation.

� TheRefreshObjectcangrantrefreshesonsomekindsof credentialsbut not
others. For example,generalbearercredentialsmay not be refreshable,or
only refreshableonce.
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A RefreshObjectneedsthe ability to sign credentialson behalfof the user.
However, we don’t want to give it the user’s privateX.509 key. Thatkey should
be treatedvery carefully, becausehandlingits lossis likely to beexpensive—the
user’selectronicidentitywouldneedto berevokedandreissuedfor all applications
heusesit for. Normally theuser’s privatekey will bekept in a form thatrequires
theuser’s directparticipationto access.For example,it maybeencryptedon disk
or storedonasmartcard.

Insteadof usingthe X.509 privatekey, we generatea specialpublic key pair
whensettingup a new Legion userfor thefirst time. With his X.509 privatekey,
the userthencreatesandsignsa specialproxy credential. The proxy credential
specifiesthat regular credentialscreatedwith the new key pair areequivalent to
credentialsdirectlycreatedby theuserandhisX.509key. Wecall thiskey pair the
proxy keys.

A RefreshObjectis initially configuredwith theuser’s proxy keys andproxy
credential. Whenthe RefreshObjectreceivesa requestfor a freshcredential,it
generatesa new oneusingtheproxy keys. Thenew credentialis sentbackalong
with theproxy credential.A resourcevalidatesa requestby checkingbothof the
credentialstogether.

Proxycredentialsarelong-lived;if they expiredquickly, RefreshObjectswould
periodicallyneednew proxy credentialsfrom a potentiallyabsentuser. A proxy
credentialaloneis worthless,however, andthenormalcredentialsthey accompany
do timeout,sothelong life of proxycredentialsis notasecurityproblem.

If a user’s proxy keys arestolen,theattacker caneasilycreatenew credentials
in the user’s name.Recovery is the sameasif a long-lived bearercredentialhad
beenstolen:Theusermustchangehis LOID. To reducetherisk of theft, theRe-
freshObjectshouldbeassignedto a HostObjectandVault Objecttrustedby the
userandlesslikely to becompromised.

The nameof a user’s RefreshObject is sentalong asan implicit parameter
in methodcalls madeon the object’s behalf. The RefreshObjectis essentialfor
objectsthat may needto hold a user’s credentialfor a long periodof time. For
example,a ClassManagermay needto reactivatea user’s objectmultiple times
during the object’s lifetime, which may be monthsor even years. The Refresh
Objectallows theClassManagerto get thecredentialsit needsevenif theuseris
notavailable.

Thoughin normalusecallsto theRefreshObjectshouldbeat a relatively low
rate,it is possiblethat it could becomea hot spotandaffect scalability. Thereis
nothingthatpreventsauserfrom having multipleRefreshObjectsif loadbecomes
a problem. However, thereis an increasedlevel of risk in having moreoutstand-
ing copiesof proxy keys. Onemitigation strategy may be to have multiple sets
of proxy keys andto breakRefreshObjectsinto different trust categories. Less
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trustedRefreshObjectsmightbegivenproxy keys andcredentialsthatonly allow
refreshingof delegatedcredentials,notbearercredentials.

3.1.4 Command-Line Credentials

Command-lineLegion programsalsogeneratecredentialson behalfof the user.
However, we do not want themto usethe user’s X.509 privatekey. Even if the
commandsareinteractive andwecanassumetheuseris present,theX.509private
key is too inconvenientto use.For example,wecan’t haveeveryLegioncommand
promptfor apassphrasesothatit candecrypttheprivatekey.

Justas with RefreshObjects,we useproxy keys and proxy credentialsfor
command-lineobjects.Theprivateproxykey is storedin theclearondisk, though
protectedby the local file system.The proxy credentialis alsoavailableon disk
sothatcommandsmaysendit with thenew credentialsthey generate.Simply by
gainingaccessto hisfiles, theuseris “loggedon” to Legion.

Anothermechanismis alsoavailableif storingproxykeysondiskis considered
too risky. To startusingLegion, the userrunsa speciallogin tool that generates
new proxy keys andcredentials(andthustemporarilyrequiresaccessto theuser’s
X.509 privatekey). This login tool storesthekeys in memoryandcreatesa new
subshellfor executingLegion commands.Thecommandsusea privatesocket to
obtaintheproxy keys from theparentlogin program.Whenthesubshellis exited
(i.e., theuser“logs out”), thekeys andcredentialsarediscarded,thoughthey may
live on in theuser’s RefreshObject.

3.1.5 Authentication Credentials

To usea delegatedcredentialthat it holds,anobjectneedsto authenticateitself to
thetargetobject.It doesthisby sendinganauthentication credential with thecall.
Theauthenticationcredentialis theLOID of thetargetandis signedby theobject.
It is sentdirectlyto thetargetandprotectedfromtheftenroute.By “protectedfrom
theft” we meanthat it cannotbe extractedandcombinedwith any othermethod
call (how thecommunicationlayerhandlesthis is discussedin Section3.3). This
protectionis necessarybecauseanybodyholdingboththeauthenticationcredential
andthedelegatedcredentialcanaccessthetarget,andthedelegatedcredentialmay
beknown by many otherparties.

By makingthetheauthenticationcredentialhold thetarget’s LOID, weensure
thatthetargetobjectitself cannotmisusetheauthenticationcredential.Otherwise,
thetargetmightusetheauthenticationcredentialalongwith someothercredential
delegatedto theobjectto gainaccessto anotherresource.
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3.1.6 KeySharing

Publickey pairsareexpensive to generate.This expenseis particularlynoticeable
for interactive commands,which have to createLOIDs for themselves, and for
programsthatcreatelargecollectionsof slave objectsto carryout parallelcompu-
tations.

We canlargely eliminatethis expenseby sharingkey pairsover collectionsof
objects.TheLOIDs arestill distinctbecausethey havedifferentinstancenumbers,
but thesecurityfieldsarethesame.In thecaseof command-lineprograms,wecan
simply usetheproxy keys for thecommand-lineobjects’privatekeys andLOIDs.
For otherobjectssuchasMPI slaves,theresponsibleClassManagercangenerate
onepublickey pairanduseit for all theobjectsit creates.

Thedrawbackof sharingkeys is that if theprivatekey of oneobjectis stolen,
all of its partnersare immediatelycompromisedaswell. By only sharinga key
within applicationsor for an interactive session,this risk is reduced.Otherwise,
ClassManagerscancontinueto generatenew keysfor eachnew objectthey create,
andcanimprove performanceby pregeneratingapoolof keys whenidle.

3.2 AccessControl

In Legion,accessis theability to call a methodon anobject.Theobjectmayrep-
resenta file, a Legion service,a device, or any otherresource.Accesscontrol is
not centralizedin any onepart of the Legion system.Eachobject is responsible
for enforcingits own accesscontrolpolicy. It may collaboratewith otherobjectsin
makinganaccessdecision,andindeed,thisallowsanadministratorto controlpol-
icy for multiple objectsfrom onepoint. TheLegion architecturedoesnot require
this,however.

The generalmodelfor accesscontrol is that eachmethodcall received at an
objectpassesthrougha MayI layer beforebeingserviced. MayI is specifiedas
anevent in theconfigurableLegion protocolstack[12]. MayI decideswhetherto
grantaccessaccordingto whatever policy it implements.If accessis denied,the
objectwill respondwith an appropriatesecurityexception,which the caller can
handleany way it seesfit.

MayI canbeimplementedin multiple ways.Thetrivial MayI layercouldjust
allow all access.Thedefault LRTL implementationprovidesa moresophisticated
MayI that implementsaccesscontrol lists andcredentialchecking. In this MayI,
accesscontrol lists canbespecifiedfor eachmethodin anobject. Therearetwo
lists for eachmethod,anallow anda deny. Theentriesin the lists aretheLOIDs
of callersthataregrantedor deniedtheright to call theparticularmethod;a deny
entrysupersedesanallow. Default allow anddeny lists canbespecifiedto cover
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methodsthatdon’t have their own entries.
TheLOIDs in theallow anddeny listsmayspecifyparticularusers,theobject’s

ClassManager, or theobjectitself. The lists canalsoincludea specialtoken that
representsany LOID at all. The LOIDs of objectsusedto representgroupscan
alsobe containedin the lists. GroupObjectssimply representa list of member
LOIDs,providingmethodsfor queryingormodifyingmembership.Any userin the
systemcancreatetheirown group,listing whicheverLOIDs they wishasmembers,
andmodifyingmembershipdynamicallyover time. Whena groupobjectLOID is
foundon anaccesscontrol list, all of thecontainedmembersarelogically added
to thelist. For performance,theresultsof themembershiplookuparecached,but
with a shorttimeout(five minutesby default) so thatgroupmembershipchanges
will be reflectedrelatively quickly. Groupsprovide one meansfor centralizing
accesscontrolpolicy.

Whena methodcall is received,thecredentialsit carriesarecheckedby MayI
andcomparedagainsttheaccesscontrol lists. For example,in thecaseof a dele-
gatedcredential,thecallermusthave includedproof of his identity in thecall so
thatMayI canconfirmthatthecredentialapplies.Multiple credentialscanbecar-
ried in a call; checkingcontinuesuntil oneprovidesaccess.Note thatcredentials
provide an alternative way to definegroups. If the groupowner aloneis on the
accesscontrol list for a method,thenhe cangive delegatedcredentialsto all the
membersof thegroup,allowing themto call themethodaswell.

The default library MayI is configuredwhenanobjectstartsup. The config-
urationinformationis passedto it by its ClassManager, which in turn mayhave
inheritedthe information,or partof it, from theuser. For example,theusermay
have a default accesscontrol list for object-mandatorymethodsthat all objects
createdon his behalfwill inherit, while theClassManagerfor thoseobjectsmay
specifyadditionalaccesscontrollistsspecificto theparticularkindsof objectsthey
manage.

Theform of accesscontrolprovidedby thedefault MayI is sufficient for some
kindsof objects,suchasfile objects,but not for others.For example,ClassMan-
agerssupporta “deactivate” methodthatallows thecallerto bringdown anobject
managedby thatClassManager. Multiple clientsof asingleClassManagerObject
may all needto call this method,but eachshouldbe allowed to deactivateonly
the objectshe created. The default MayI doesn’t have this ownershipinforma-
tion. To solve thisparticularcase,anadditionalMayI eventhandleris addedto the
ClassManagerimplementationthatcanchecktheargumentsof thedeactivatecall
againstan internallymaintainedtableof who createdwhich objectinstance.The
LRTL configurable,event-basedprotocolstackmakesit easyto replaceor supple-
mentthedefaultMayI with extrafunctionalitysuchasthis. ThedefaultMayI itself
is relatively simpleto modify if, for example,new formsof credentialsor different
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kindsof accesscontrollistsmustbesupported.With theLegionsecurityarchitec-
ture, thesetypesof changescanbemadeon a local basiswithout affectingother
partsof aLegionsystem.

3.3 Communication

A methodcall from oneLegion objectto anothercanconsistof multiple Legion
messages.BecauseLegion supportsdataflow-basedmethodinvocation (as de-
scribedin Section2.1), the variousargumentsof a methodcall may flow into
the target asmessagesfrom several differentobjects. The messagesthemselves
arepacketizedandtransmittedusingoneof a numberof underlyingtransportlay-
ers,includingUDP/IP, TCP/IP, or platform-specificmessagepassingservices(e.g.,
user-level messagepassingover anIBM SP2switch).

It is at the level of Legion messagesthatwe provide encryptionandintegrity
services.Whena Legion messageis preparedfor sending,variouseventhandlers
internalto theobjectaretriggeredin succession,asdescribedin Section2.3. One
of thesehandlersimplementsa default messagesecuritylayer. This layerinspects
theimplicit parametersaccompanying amessageto determinewhichsecurityfunc-
tionsto apply.

3.3.1 MessageSecurity Modes

A messagemay be sentwith no security, in private mode, or in protected mode.
In bothprivateandprotectedmodes,certainkey elementsof a message(e.g.,any
containedcredentials)areencrypted.The functionaldifferencebetweenthe two
modesis in how the restof the message(body plus otherimplicit parameters)is
treated.In privatemodeit is encrypted,whereasin protectedmodeonly a digest
is generatedto provide an integrity guarantee.Unlessprivatemodeis alreadyon,
protectedmodeis selectedautomaticallyif amessagecontainscredentials.This is
a failsafemeasureto preventcredentialsfrom beingtransmittedin theclear.

The purposeof encryptingcredentialsis to protectbearercredentialsfrom
theft. Delegatedcredentialsdo not needto be protected,but the securitylayer
doesnot examinethecredentialsat this level of detail. Moreover, thedistinction
betweenthe two typesof credentialscanbemisleading:If a delegatedcredential
grantsrights to a large groupbecausefurtherspecificityis impossible,it maybe
desirableto protectit just like abearercredential.

In addition to protectingcredentials,both protectedmodeand private mode
encrypta computation tag containedin every Legion message,a randomnumber
token that is generatedfor eachmethodcall. All the messagesthat make up a
givenmethodcall containthesamecomputationtag. Thetagis usedto assemble
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incomingmessagesfrom multipleobjectsinto a singlemethodcall andto identify
the returnvaluefor a call madeearlier. If anattacker knows thecomputationtag
for a methodcall, hecanforgecompletemessagescontainingargumentsor return
values,evenwithout holdingany credentials.Thecomputationtag is treatedasa
sharedsecret,and is never transmittedin the clearunless“no security” modeis
selected.

Privatemodeworks by RSA-encryptingthe entiremessageusingthe recipi-
ent’s public key. For efficiency, the RSA toolkit (RSAREF2.0) only encryptsa
randomDES sessionkey usingRSA encryption;this key is thenusedto encrypt
everythingelsein cipher-block-chaining (CBC) mode. The useof DES in CBC
modeensuresthatthemessagecannotbebrokeninto piecesandrecombinedwith
othercryptotext to createa new valid message.For furtherefficiency, thesender
andreceivercachetheDESkey sothatif anothermessageis sentin thesamedirec-
tion within a limited period,theDESkey canbereused.Theslow RSAencryption
anddecryptionof theDESkey canthenbeskipped.

Protectedmodefunctionsdifferently. First, a digestfor the entire message
is generated.Then, just the credentialsandcomputationtag in the messageare
encryptedfor therecipient.On receipt,they aredecrypted,andthemessagedigest
is recalculatedandcomparedwith thetransmittedvalue. An attacker cannotsteal
theencryptedblockanduseit to createanothervalid messagebecauseheis unable
to createadigestthatincludesbothhisplaintext andtheplaintext of theencrypted
block. Thelattercanonly beextractedby theintendedrecipient.

Protectedmodeis fasterthanprivatemodeonlargemessagesbecausedigesting
runsfasterthanDES encryption. Both modespay the costof RSA-encryptinga
DESkey, however.

Becausethemodein useis storedin implicit parameters,it propagatesthrough
call chains. For example,a usercanselectprivatemodewhencalling an object.
Thecallsthattheobjectmakesonbehalfof theuserwill alsouseprivatemode,and
soon down the line. In somecasesthis propagationis not desired,suchaswhen
a classobjectrequestsobjectcreationon a HostObject. Theclassobjectalways
usesprivatemodefor this call sothatthenew object’s privatekey is not exposed.
However, theimplicit parameterspassedin this call will becomethenew object’s
implicit parameters,andit maynotneedto run in privatemode.Thesecuritylayer
recognizesa specialnonpropagatingimplicit parameterto allow thespecification
of securityfor justasinglemessage.

Thesecuritylayerdoesnot provide mutualauthentication.Thesendercanbe
assuredof theidentityof therecipient,becauseonly thedesiredrecipientcanread
the encryptedpartsof the message.The recipientusuallydoesn’t carewho the
actualsenderis; its decisionsarebasedsolelyon thecredentialsthatarrivedin the
message.
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3.3.2 Replay

Althoughcredentialsandcomputationtagscannotbeextractedfrom amessageby
aneavesdropper, hecanstill attemptto replaya message.To preventreplay, each
messageincludesa large randomnumberanda timestamp.A recipientonly ac-
ceptsmessageswhosetimestampsfall within a window basedon the recipient’s
currenttime,e.g.,thirty minutesinto thepastandtenminutesinto thefuture. Old
messagesmaybereplays,excessively delayed,or victims of skewedclocks;mes-
sagesfrom too far in thefuturealsoindicateoverly skewedclocks. In thesecases
therecipientsendsanexceptionbackto thesender.

Assumingthemessageis arriving for thefirst time,therecipientthencalculates
how long it mustlog therandommessagenumberbasedon themessage’s times-
tampandits own time-checkingwindow. If anothermessagethenarriveswith the
samerandomnumberduringthelog period,it is rejected.In essence,themessage
timestampsallow coarse-graineddetectionof replays,while therandomnumbers
provide thefinegrain.

3.4 Object Management

Sofarwehavediscussedsecurityat thelevel of Legionobjectsandfacilities.Fun-
damentally, though,Legionsoftwarerunsonexistingoperatingsystemswith their
own securitypolicies.It is thereforealsocritical thattheimplementationof theLe-
gionobjectmodelensurethatextra-Legion mechanismscannotbeusedto subvert
higher-level securitymechanisms.Similarly, it is importantto ensurethatLegion
doesnotbreaklocalsecuritypoliciesatasite.Theseissuesarefundamentalaspects
of theLegion objectmanagementimplementation—theinterfacebetweenLegion
coreobjectsthat representresources,andthe local systeminterfacesthatprovide
accessto resources.

Legionencapsulatesthemanagementof computationalresourcesanddatastor-
agewith HostandVault Objects,respectively. TheHostObjectreceivesrequests
to createobjectsandcontrolsthemwith theauthenticationandMayI mechanisms
discussedearlier. It spawnsnew processesto runobjects,monitorsresourceusage,
andenforcesallocationlimits by killing userobjectsif necessary. In acomplemen-
taryrole,theVaultallocatesOPRsasdirectoriesonthelocalfile systemor onother
storagemedia.Authenticatedobjectsusetheseallocateddirectoriesto storetheir
persistentstate.TheVault canreclaimmanagedstoragespaceasnecessary.

The local systemadministratoris generallyconcernedwith who can create
processeson his systemvia Legion, what thoseprocessescando, andwho pays
for their resourceuse. If thereis a securityproblem,heneedsa way to tracethe
responsibleparty. On Legion’s side,thereis a needto prevent userobjectsfrom
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interferingwith oneanotheror with systemobjects(e.g.,HostandVaultObjects),
andto maintainthe privacy of persistentstate(OPRs). The latter is particularly
significantbecauseobjectsstoretheirprivatekeys in theirOPRs.

Theneedsof Legionarecommonto any multi-useroperatingsystem,andour
approachto providing themis to leverageoff of existingoperatingsystemservices.
In the following sectionswe show how we meettheseneedsandalsosatisfytwo
typesof local systemrequirements.

3.4.1 ProcessControl Daemon

Our generalstrategy for isolatingLegion objectsfrom oneanotheris to run them
in separateaccountson the hostsystem. The accountsthat canbe usedfor this
purposefall into two categories. For thoseLegion userswho happento have ac-
countsonthelocalsystem,objectscanrunontheirnormaluseraccounts.For other
users,therecanbeapoolof genericaccountsthatareassignedfor Legionuse.The
genericaccountsusuallyhave minimal permissions(e.g.,no homedirectory, no
groupmemberships,etc.). The local HostandVault Objectsalsohave their own
accounts.

Objectcreationrequestsarrive at the Host Objectasnormalmethodinvoca-
tions,andcanthusbecontrolledusingthestandardLegion accesscontrolmech-
anismfor methods.For eachrequest,theHostchecksthecredentialsagainstthe
userLOIDs andgroupsthat areallowed to createobjectson it. If everythingis
acceptable,it next selectsan accountfor the new objectto run in; dependingon
the credentialsin the creationrequestand its local configuration,it may choose
a local useraccountor oneof the genericaccounts.The accountsaresubjectto
schedulingandresourcecontrol just like CPUtime,memoryusage,andsoon; an
object’s leaseonanaccount,especiallyagenericaccount,is usuallylimited.

Beforestartinganactualprocessfor thenew objectin theallocatedaccount,the
Hostneedsto changetheownershipof theobject’s directoryfrom theVaultuser-id
to thenewly allocateduser-id. The locationof thedirectorythatwill containthe
new object’s persistentstateis passedto theHostaspartof theactivationrequest
(this locationwasobtainedthrougha methodon thelocal Vault performedby the
object’s creator, likely its class).Ownershipof this directorymustbechangedto
bothprotecttheobject’s statefrom accessby otherobjects(which will run under
differentuser-ids),andto make thestateaccessibleto thenew object.

Finally, theHostneedsto spawn theactualprocessthatwill executetheobject
on theappropriateaccount.To carryout this step,andto changeownershipof the
object’s persistentstate,the Host requiresaccessto someprivileged operations.
However, theHostdoesnotexecutewith rootpermissions.Accessto theserequired
privileged operationsis encapsulatedin a Process Control Daemon (PCD) that
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executeson thehost,providing servicesto theHostObjectin acontrolledfashion.
The PCD is a small, easilyvettedprogramthat runswith root permissions.It is
configuredonly to allow accessby thehostaccount.Two of its key functionsareto
permitchangingdirectoryownershipandto createnew processeson a designated
account.ThePCDlimits theaccountsfor whichthiscanbedoneto asetconfigured
by thelocalsystemadministrator. ThesetincludesthegenericLegionaccountsand
potentiallytheaccountsof localLegionusers.

As the PCD startsthe object running, the Host logs an audit trail using the
X.509 informationfor the userwhosecredentialsaccompaniedthe request.The
audittrail providesessentialinformationif thenew objectmisuseslocal resources.

While the objectis allocatedits account,the Host Objectcanreactivate it as
necessaryvia thePCD(idle objectsmaydeactivatethemselves,or theirclassobject
maydeactivatethem).If theobjecthasexceededits useof localresources,theHost
canrequestthat thePCDkill it directly. Whenanobjectlosesor relinquishesits
useof an account,the Host objectusesthe PCD to changethe ownershipof its
persistentstateback to the Vault Object. If the object is reactivated later on a
differentaccount,ownershipof thestatecanbechangedto theappropriateuser-id.
After anaccountis reclaimed,thePCDterminatesall processesrunningon it and
generallycleansit up.

TheVault’s storageis of coursea limited resourceaswell, andschedulingand
accountpoliciesapplyto it. A Vaultcancleanupanobject’s statein severalways.
Normally, theobject’sclasswill inform theVaultthatthestoragemaybereclaimed
(e.g.,afteraclassmigratesaninstanceoff of aVault,or deletesaninstance,it calls
theVault’s “deletestorage”method).If theVault initiatestheclean-up,it proceeds
conservatively, checkingwith theclassobjectif possibleandperhapsarchiving the
statebeforedeletingit.

The implementationjust describedis sufficient for somelocal systemadmin-
istrators. Legion authenticationis usedto determinewho gainsaccessto local
resources,andthe resourcesmadeavailablearealsoconstrainedto thoseusable
from a limited setof accounts.Detailedloggingprovidesaccountability.

3.4.2 Non-LegionAuthentication

Oneaspectof thepreviousapproachwhich maybeunacceptableat somesitesis
theuseof Legionauthenticationmechanismsto controlaccessto ahost.For exam-
ple, a sitemayrequirethatonly userswith local accountsmayaccessthesystem,
andthatthoseusersmustbeauthenticatedby a locally adoptedauthenticationsys-
temsuchasKerberos[10]. Onceauthenticationsucceeds,though,normalLegion
objectscanbecreated.To make thediscussionof how theserequirementscanbe
metconcrete,wewill useKerberosasasampleauthenticationmechanism.

21



TheKerberosauthenticationprotocolis fundamentallybasedonclientsobtain-
ing ticketsfor theuseof services.Ticketsareunforgeabletokensobtainedfrom a
distribution server througha protocolthatinvolvestheactualauthenticationof the
userthroughpassword entry. To avoid requiringtherepeatedentryof passwords,
a specialTicket GrantingTicket (TGT) is obtainedby clients. This TGT is a cre-
dential that canthenbe usedfor a limited time to obtain further tickets that are
requiredto accessindividual services.ClientscanobtainspeciallymarkedTGTs
thatcanbeforwardedto proxiesfor usewithin a limited timeperiod[9].

Theuseof theseforwardedTGTsis thebasisfor employing Kerberosasanau-
thenticationmechanismwithin Legion. TheTGT is sentin theimplicit parameters
of anobjectcreationrequestto theeventualHostObject.TheTGT is equivalentto
abearercredential,andit is treatedassuchby notbeingsentin theclear, etc.

TheHostObjectusestheTGT it receivesto requestanew TGT from thelocal
Kerberosserver. If authenticationfails, it will notgetaTGT. Thenew TGT grants
accessto a Kerberizedversionof thePCD.TheHostproceedsto make anobject
creationrequestto the KerberizedPCD, supplyingthe local TGT and the name
of the user’s local accountalongwith the standardjob requestinformation(e.g.,
the executablepath,the pathof the object’s persistentstatedirectory, etc.). The
PCDperformsthenormalactionsof changingtheownershipof the directoryfor
theobject’s stateandspawning theobject.

The TGTs expire relatively rapidly, andthe Host discardsthemimmediately
after use. However, to supportthecontinuedmanagementof local objectsin the
absenceof the object owners, the PCD will perform certainlimited actionson
behalftheHostwithoutaTGT. It canstop(i.e.,kill) amanagedobject,it canrestart
theobject,andit canswitchtheownershipof theobject’s statedirectorybackand
forth betweentheVault ownershipanduseraccountownership.ThePCDensures
thatonly accountsof usersauthenticatedvia Kerberosareused.

An importantrestrictioncoversobjectrestarts.ThePCDwill only restartthe
sameobjectsunderthe sameaccountsthat it did whenTGTs werepresented.It
will not restartanobjectthatis alreadyrunning(therebycreatingmultiplecopies),
andit keepstrackof its childrento preventthis. TheseconditionsprohibittheHost,
or anybodycontactingtheHost,from leveragingoff apreviouslyauthenticateduse
of thePCD.Considertheexampleof auserobjectrunningonaHost. If thisobject
becomesdeactivated,andthenis neededto serviceamethodcalledby auserother
thanits owner, it will needto bereactivatedwithout a TGT. ThePCDwill reacti-
vatethegivenobjectonly if it hadbeenpreviouslystartedontheHostusingavalid
TGT. ThePCDwill not startadditionalobjectsof thesameclass(i.e., additional
processesrunningthesameexecutable),nor will it startthe given objectundera
differentuser-id thanwasoriginally selected.Theeffect is thesameasif theob-
ject hadnever beendeactivated,but hadinsteadcontinuedto execute.This retains
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the level of accesscontrol requiredby site administrators:processescanonly be
effectively startedby authorizedusers,andthenonly throughthelocally mandated
authenticationmechanism.For thepurposesof long-lived objects,we simply ex-
tendthis to supportthe temporarysuspensionof objectscreatedby authenticated
users,andthesubsequentreactivationof theseprocessesby otherclients.

The servicesprovided by Kerberos(e.g.,obtainingforwardableusercreden-
tials) areavailable in othersystems,suchasthe SecureSocketsLayer (SSL). In
fact,bothKerberosandSSLcanbecalledthroughagenericinterface:theGeneric
SecureServiceApplicationProgramInterface(GSSAPI)[8]. By usingGSSAPI,
straightforwardextensionsto othersystemssuchasSSLarepossible.

4 Policy Examples

TheLegionarchitecturepresentedin Section2 is highly flexible, allowing theim-
plementationof a wide variety of securitymechanisms,importantexamplesof
which weredescribedin Section3. However, applicationdevelopersandsitead-
ministratorstypically have higher-level policy specificationsin mind whenusing
software.Theparticularunderlyingmechanismsarelessimportant,aslongasthe
usercanbeassuredthathigh-level policy requirementsarebeingmet. In this sec-
tion, we considerillustrative examplesof how theLegion systemarchitectureand
existingLegiontoolscanbeorganizedto meetsamplesiteandapplicationpolicies.

4.1 Site-LocalPolicy Examples

4.1.1 Site Isolation

As describedin Section2.2,Legionsystemscanconsistof multipledomains,each
possiblyin a differentorganizationor trustdomain.For example,considertheex-
ampleof a RegionalHealthOrganizationNetwork. Sucha systemwould benefit
from Legion’s ability to allow enhancedcollaboration,informationsharing,and
so on. However, this systemwould certainlyinterconnectinstitutionsin disjoint
trustdomains.It is oftendesirableto systemadministratorscontributing resources
to a larger metasystemto ensurethat certainsite-isolationpropertiesareguaran-
teed. For example,considera site thatmakesresourcesavailableto Legion. It is
managedby a local Legion administrator, who we will call Admin. A perfectly
reasonablepolicy thatwould likely berequiredby Admin wouldbeasfollows: no
matterhow subvertedany externalsitesin theLegionsystemmightbe,no intruder
caninvoke methodson local Legion resourcesasAdmin. Sucha policy is clearly
desirable,sinceAdmin is likely to have administrative control over critical local
resources:who canusewhich machine,andfor how long; who canaccesswhich
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locally storedOPRs;etc.Theability to invoke methodsasAdmin is tantamountto
completecontrolof thelocalLegionsoftware.

The desiredisolation policy can be achieved througha numberof straight-
forward safeguardsenabledby the Legion design. First andforemost,the local
Legion resourcesshouldbe startedasa separateLegion domain(asdescribedin
Section2.2).All of thecoreobjectsmanagingthelocalsitecanbestartedandcon-
figuredby Admin, resultingin no externaltrustdependencieson outsidesystems.
Clearly, to achieve thedesiredfunctionalityof a metacomputer, the local domain
will thenneedto beconnectedto somesetof externalLegiondomains.

After this link to theexternal(anduntrusted)systemis made,Admin musttake
furtherprecautionsto prevent subversionof the local site. While invoking meth-
odswith bearercredentialsbasedon Admin’s proxy credential,Admin mustbe
surethatno messagesaresentto off-site objects. If we assumethatany external
site may be arbitrarily subvertedandmalicious,we cannotrisk passingAdmin’s
credentialsoutsidethe local site—they might immediatelybe usedto breakthe
isolationpolicy. However, simply statingthatAdmin shouldnot passcredentials
off-site is not generallygoodenough—Adminmight make a simplemistake that
could breakthe policy, so we would like automatedenforcementof this safety
measure.Thisautomatedenforcementis simpleto achieve in Legion: Admin sim-
ply usesa versionof the LRTL with the flexible protocolstackconfiguredwith
an extra event handlerfor the message-sendevent. If a messageis inadvertently
directedoff-site thatcontainsAdmin’s credentials,themessageis blockedandthe
event handlerraisesan exception. With this simplemodificationto Admin’s Le-
gion environment,he canbe assuredthat his credentialswill not be dispersedto
untrustworthy off-siteobjects.

Ensuringthat Admin doesnot communicatewith off-site objectshasa desir-
ablesecondaryeffect. SinceAdmin cannotcommunicatewith external,untrust-
worthy sites,he cannotplacecritical objectssuchas his RefreshObject on re-
sourcesat thesesites(seeSection3.1.3).Thisbenefitextendsto anarrayof poten-
tially critical, but notnecessarilyobvious,resources.For example,supposeAdmin
maintainsa local Group Object listing the set of usersthat are allowed to start
objectsonlocal resources.If thisobjectwereallowedto executeonanuntrustwor-
thy site, its contentscould be modifiedby a maliciousresourceowner, andlocal
resourceusagepolicy couldbebroken.

The two mechanismsdescribedabove, in combinationwith carefully config-
uredaccesscontrol for local coreobjectssuchasHosts,Vaults,andcritical Class
Managers,ensurethatthedesiredisolationpolicy will bemet.Off-siteobjectswill
neitherbeableto generatenor stealAdmin’s credentials.Externalcallerswill be
preventedfrom invoking unauthorizedmethodson local critical resources,ensur-
ing thatlocalaccesscontrolis not tamperedwith, local resourceusagepoliciesare
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not modified,andthat securityfailuresin otherdomainsdo not have dire conse-
quencesfor thelocal site.

4.1.2 Site-Wide RequiredAccessControl

The Legion accesscontrol modelaspresentedin Section3.2 is basedon the as-
sumptionthatuserswill configureaccesscontrol for their own objects.This con-
ceptaddsa powerful level of flexibility to thesystem—forexample,it makesar-
bitrary site-localresourceaccesspoliciespossible.However, on first examination
it appearsto relinquishtheability for a systemadministratorto setaccesscontrol
policiesuniformly acrosshis site. For example,thedefault Legion accesscontrol
configurationdoesnot granttheadministratoruserfor a Legion domainaccessto
otherusers’objectswithin thedomain—thereis norootuserwhocanreadany file
or useany programin thedomain.Theinability to configurerequiredsite-wideac-
cesscontrolpoliciesmaybeunacceptableatsomesites.However, theflexibility of
theLegionarchitectureallowsusto addressthis issuein astraightforwardfashion,
usingtheexisting toolsprovidedwith theLegionsoftware.

As anexampleof a site-widerequiredaccesscontrolpolicy, we considerthe
problemof strictly limiting accessto files by outsideusers. The Legion system
definesabasicFile Objectthatcanbeusedto representafile in thesystem.Access
controlfor thenormalLegionFile Objectis basedonthedefaultLegionACL MayI
mechanism,which placesno restrictionson whatLOIDs (i.e.,whatusers)maybe
placedon accesscontrol lists. However, considera site thatwishesto enforcethe
policy thatfiles maynot beaccessedby outsideusers.Effectively, we wanta way
to controlwhich LOIDs maybeplacedon theACL for local file objects.We can
achieve thispolicy usingthepowerof localHostObjectsto controlaccessto local
resources.The Host Objectsat the site (which areownedandcontrolledby the
localadministrator)areapointof resourceaccesspolicy—they definewhichtypes
of objectsmayrunat thesite.Usingthis feature,thesiteadministratorcanstrictly
limit theclassesof objectsthatmayrun at thesite. In particular, theallowableset
of classescanbe limited to thosethat areapproved by the systemadministrator.
Thelist of allowableclassescanbeconfiguredto only includefile objectswith an
alternateMayI layer—anextendedversionof thedefaultACL mechanismthatalso
verifiesthat allowed LOIDs arein a well-known groupcontainingonly the local
site users.Given this simpleconfiguration,thesite administratorcanensurethat
filesarenot inadvertentlyexportedto outsideusersthroughLegion.2 Furthermore,
this approachgeneralizesto othersite-wideaccesscontrol restrictions,andother
similar site-widepolicy enforcementproblems.

2Of course,thedescribedapproachdoesnot preventmalicioususersfrom exportingdataoff site
in any numberof ways,throughLegionandotherwise.
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4.1.3 Fir ewalls

Firewalls area simplefact of life at many security-consciousinstitutions. While
firewalls arenot addressedexplicitly in theLegion model,theLegionarchitecture
is flexible enoughto accommodatefirewalls with ease. As is typical in firewall
situations,aproxy on thefirewall hostis thenaturalsolution.However, theability
to usecustomversionsof theLegion coreobjects,andtheflexible protocolstack
modelof the LRLT, allow proxy-basedsolutionsto beemployed in Legion in an
especiallystraightforward,user-transparentway.

Objectsstartedon hostsbehinda firewall automaticallyhave a Proxy Object
onthefirewall hostassignedto themby theirHostObject(in somecases,eachuser
mightdesiretheirown proxyobject;in othercases,asharedproxyobjectis accept-
able;eithermodelis simpleto support).Theobjectaddressfor a newly activated
objectbehindthefirewall thatis reportedto theobject’s ClassManageris actually
theaddressfor theProxyObject—whencallersof theobjectexecutethebinding
process,they will begiventheaddressof theProxyObject.TheProxyObjectthen
actsasasimplereflector, forwardingany receivedmessagesto their intendeddesti-
nationsbehindthefirewall. Useof theProxyObjectto forwardoutboundmessages
from callersbehindthefirewall is automatedby a transparentadd-ineventhandler
in theLRTL protocolstack.

4.2 Application Policy Examples

4.2.1 ResourceSelectionPolicy

In principle,a userof a metacomputershouldn’t needto carewhich resourcesare
usedto executehis jobs. In practice,however, thetrustworthinessof theresources
thatareselectedfor certainapplicationsis of critical interestto theuser. Policies
regardingwhich resourcesmaybeusedto executeobjectsarelogically localized
within theClassManagersof auser’s objectclasses.Any siteselectionpolicy can
be encodedin a user’s ClassManagerObjects,giving the usertotal control over
theselectionanduseof trustworthy sites.

Although this problemis solved cleanlyat the architecturallevel in Legion,
we deemedthis issueof site selectionfor applicationusersimportantenoughto
warrantspecialfeaturesin thedefault ClassManagerObjectreferenceimplemen-
tations.All defaultClassManagersin theLegionimplementationcheckfor certain
implicit parametersthat canbeusedto limit resourceselection.By settingthese
implicit parametersin hisLegionenvironment(usingaprovidedtool), theusercan
configurea resourceselectionpolicy that will propagateto all “createinstance”
methodscalledon ClassManagerobjectson behalfof the user. Of course,the
architecturalprinciple that userscan encodeany resourceselectionpolicy they
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wish in their own ClassManagerimplementationsstill holds;in fact,aconvenient
modelfor suchcustomizationis supportedby thedefault ClassManager’s ability
to beconfiguredto useanexternalScheduler Object with a well-known interface.
However, in the commoncase,wherea usercan generatea list of sitesthat he
deemstrustworthyandindicatethis in hisenvironment,thedefault implementation
providestheneededmechanismto implementa basic,effective resourceselection
policy.

4.2.2 CustomizedAccessControl Policies

The default, ACL-basedaccesscontrol mechanismprovided in the LRTL basic
MayI implementationis usefulfor specifyingmany commonaccesscontrolpoli-
cies. For example,thebasicLegion File Objecthasmethodssuchasread, write,
and truncate. By specifyingallow and deny lists of usersandgroupsfor these
methods,we can achieve the traditional file accesspolicies familiar to usersof
commonexisting file systems.This is also true for otherLegion services,such
asContext Space.However, in somecases,accesscontrol lists arenot sufficient
to specifythe requiredpolicy. Considerthe exampleof anobjectthat represents
a databaseof patientrecordsin a hospital. Supposethat this databaseobjecthas
methodsto create,queryandupdatetherecordfor a patient.We would certainly
wantall of thedoctorsin thehospitalto have accessto thesemethods.However,
wemightalsowantto enforcethepolicy thatapatient’s recordis only availableto
hishealthcareproviders.Accesscontrollists donot let usexpressthis policy.

Solvingthisproblemis straightforwardin Legion. SinceMayI is aneventin the
configurableprotocolstack,wecanintroduceanew MayI eventhandlerto enforce
thedesiredpolicy. Thenew MayI handlerwould checktherecordin questionon
queryandupdatemethodsagainstthemethodcaller (indicatedasthesignerof a
credentialgrantingaccessto themethodin question).If thecaller is listedasone
of thedoctorsfor thepatientwhoserecordwasbeingaccessed,thecall would be
allowedto proceed.Otherwise,MayI would rejectthecall andraiseanexception.

In practice,we employ exactly this sort of add-onMayI functionality in the
referenceimplementationsof theLegion coreobjects.For example,Vault objects
provide accessto objectpersistentstate.All usersof a givenVault needto access
someof the OPRscontainedin the Vault, but we want to ensurethat userscan’t
accessoneanother’s OPRs.WeuseanextraMayI layerto ensurethatonly theap-
propriateobjectowners(or theownerof theVault itself) canaccessOPRs.Similar
functionalityis usedto controlobjectmanagementoperationsonHostObjectsand
ClassManagers.
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5 RelatedWork

Two projectsthat incorporatesecurityinto large-scaledistributedcomputingplat-
formsareGlobusandWebOS.Globus [2] is a “bag of services”modelfor meta-
computing,in contrastto Legion’s integratedenvironmentapproach.WhereasLe-
gion securityis fundamentallybuilt into the architectureof the system,Globus
securityservicesareprovided asadd-onmodules.OtherGlobus toolkit modules
vary in the degreeto which they integratewith, or usethe servicesof, the secu-
rity modules.In Legion,wehave adoptedtheapproachof defininga setof simple
but powerful abstractionsthatmaybeeasilycomposedto implementnew security
policies,asour examplesdemonstrate.This approachis inherentlymoreflexible
andadaptable.

CRISIS[1] is the securityarchitecturefor WebOS.WebOSis fundamentally
differentfrom Legion in termsof thebasicservicesprovided. WebOSprovidesa
single, traditionalfile systemanda fixed interfacefor authenticatedremotepro-
cesscreation. CRISISdefinescareful,effective securitypolicies for thesebasic
services.However, theCRISISsolutiondoesnotprovideameansfor easilydevel-
opingsecuritypoliciesfor new mechanismsasthey areaddedto WebOS,nordoes
it provide a meansfor modifying the securitypoliciessupportedfor the existing
services.

Two other projectsrelatedto securityefforts in Legion, althoughnot with
the focus on metasystems,are Java and CORBA. The computationalmodel of
Java [3] (JDK 1.2) requiresidentity andauthenticationin order to executedigi-
tally signedcodedownloadedfrom a remotesite. TheJDK providesper-class(or
per-application)protectiondomains.However, it differssignificantlyfrom Legion
in its lackof supportfor per-sitesecuritymechanisms,delegation,anduserauthen-
tication.

The securitymodelof CORBA [11] encompassesidentificationandauthen-
tication, authorizationand accesscontrol, auditing, securityof communication,
non-repudiation,andsecurityinformationadministration.Typically, anORB ven-
dor implementsCORBA securityusingexistingtechnologysuchasGSSAPI,Ker-
beros,andSESAME.Many of thegoalsof theCORBA securitymodelaresimilar
to thegoalsof theLegion securitymodel,includingsimplicity, scalability, usabil-
ity, andflexibility. However, CORBA is nota metacomputingsystem—itdoesnot
constructan operatingsystem-like environmentusing underlyingdistributed re-
sources.Giventhis fundamentaldifferencein targetuse,CORBA doesnotaddress
themetacomputingsecurityproblem.
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6 Conclusions

We have presentedthe basicsecurityarchitectureof the Legion system,andwe
have demonstratedthatour designis sufficiently flexible to accommodatea wide
varietyof security-relatedmechanisms.Thisflexibility is critical to thesuccessful
deployment anduseof metacomputingsoftware. One-size-fits-allsoftware dic-
tatedby a singlegroupwill never satisfy the requirementsof the wide rangeof
usersandresourceprovidersin a large-scale,cross-domainenvironment.Wehave
alsodemonstratedthat flexibility doesnot comeat the price of completelack of
control. Within theflexible Legion framework, we showedhow a numberof im-
portantsite-wideandapplication-widesecuritypoliciescouldbeachieved. Natu-
rally, thesetof policiespresentedis only a small fractionof thepoliciesthatwill
beneededacrossthecompleteLegionenvironment.

TheLegionsystem,includingthesecurityfeaturesdescribedhere,is currently
publicly available. It is widely deployed on hundredsof machinesat dozensof
sitesspanningmultiple trust domains.Key portionsof the software,suchasthe
PCD describedin Section2.2, have beenvettedandapproved by systemadmin-
istratorsat sitessuchastheSanDiego SupercomputingCenterandtheUS Naval
OceanographicOffice (NAVO). In the future,we plan to continuedeploymentof
Legion, developingadditionalmechanismandadaptingto new site-localpolicies
asrequired. We arealsoin the processof measuringthe performanceimpactof
key Legionsecuritymechanisms.
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